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Dear Reader,

The horrific events in Mumbai, India, have been an unfortunate reminder to us all that the threat from terrorism is still very much alive, despite all of the joined efforts of national, European and international authorities and leaders. Terrorism remains one of the main threats to our safety and security. Even though large scale attacks have fortunately not taken place on European soil since the London attacks in 2005, we simply can not afford to be complacent thinking that we have already seen the worst terrorists can do.

Although the main responsibility for combating terrorism remains with the Member States, over the past years the Commission has taken its own responsibility in this area very seriously. In November 2007, the Commission put forward a number of key proposals which have generally been very well received by the Member States. In particular, I am thinking of the amendment to the Framework Decision on combating terrorism, to include public provocation, training and recruitment, agreed by the Council last November and the EU Action Plan on Explosives, which was already agreed by the Council in April of last year.

Building on the growing recognition that the Commission is in a strong position to support the efforts of the Member States in this field, last year the decision was taken to concentrate our efforts on increasing the security of CBRN materials. The issue is also one of priorities of the "pursue" strand of the EU's overall counter-terrorism strategy. It should be no surprise that this is one of the top priorities of counter-terrorism officials across Europe as well as the world. To rephrase the European Security Strategy on this point: the most frightening scenario is one in which terrorist groups acquire weapons of mass destruction – including CBRN materials.

The report before you is the first concrete outcome of our CBRN work. It represents the results of a very broad consultation process involving many different people – mainly experts from the Member States, but also representatives of private industry and academia. It is the result of what can be described as a process of collective brainstorming on how we can improve the security of the most dangerous materials known to man. The impressive number of recommendations the experts in this field have been able to agree upon not only demonstrates that we still have a lot of work to do – it also shows clearly that there is a common sense of urgency and willingness to get started with this work.

On a more technical note, you will soon realise when reading the document that there are a number of overlaps between the different recommendations and approaches. This is only natural, given that the work was done in different sub-groups on the different strands and themes. A conscious decision was taken to present the results of this work in this way, since it demonstrates that although each of the different stands of work has their own peculiarities and specificities, there are also horizontal issues which unite the three strands.

This realisation will also guide the follow-up to this work. The proposal for an EU CBRN Action Plan, which the Commission is planning to adopt in June of this year, will rationalise and unite the different aspects of our work in order to come to a political document to guide the activities of the European Union in this area for the near future.

In closing, I should stress that the current report could not have been prepared without the expertise, dedication and inspiration of everyone who has participated in the numerous meetings and discussions. It really represents a common effort, and I can only express my sincere gratitude to all who have been involved in its preparation. My hope is that we can continue to work with all of you in turning the many valuable recommendations into concrete actions which will have a real impact on increasing the security of us all.

Jonathan FAULL     
Director General
Directorate General 
Justice, Freedom and Security

European Commission


Chapter I: Report of the chemical sub-group

Background and objective

On 28 February 2008, the Commission launched the work of the CBRN Task Force, with a view to preparing a list of measures, which could be undertaken at EU level and in the Member States in order to lower the risk of terrorist acts using CBRN materials. 

With regard to the chemical threat, the Commission asked the Member States for concrete feedback concerning the necessity to address the issue from an EU perspective and on specific topics which would need to be discussed. The Commission received overwhelmingly positive responses from the Member States.

The objective of the chemical sub-group was to reach a common understanding concerning the strategic direction in which to take forward EU level work on chemical security. Consequently, a number of recommendations were agreed among the experts of the sub-group.

Scope

Relevant international work in the chemical field has thus far mainly been undertaken with reference to so-called "weapons of mass destruction" (WMD), which has led to the consideration of chemical risks on a mass-casualty scale. Such an approach has been historically warranted, but has largely left the risk of terrorist attacks (including small-scale disruptive events) using chemical agents unaddressed. 

In principle, the work of the chemical sub-group of the CBRN Task Force addressed the security side of the issue, while taking into account existing measures such as the Chemical Weapons Convention (CWC). Nevertheless, since in the immediate aftermath of an incident, it is often impossible to quickly ascertain whether it was caused by a malicious act or an accident, and since regardless of the nature of the event the response of emergency services is basically the same, the chemical sub-group chose to address the response issue based on an all-hazards approach.

Taking this into account, the sub-group addressed both the risk of harm caused by a deliberate release of toxic industrial chemicals (e.g. from an industrial plant or transport) and harm caused by substances that could be acquired in small quantities and combined in order to make a chemical weapon.

Since it would be impossible and impractical to address all chemicals, the sub-group agreed that a risk-based approach was needed in order to identify those chemical agents of highest concern for the EU. It should be underlined however that the actual identification of specific high-risk chemical agents should take place as a follow-up of the work of the sub-group, which itself concentrated on making strategic recommendations. 

Main concerns

The chemical subgroup of the CBRN Task Force looked at ways of lowering the risk of the following acts:

· A deliberate attack on an industrial chemical facility – this includes both physical protection, protection against IT attacks and dealing with insider threats;

· A deliberate attack during the transport of toxic chemicals;

· The use of traditional chemical warfare agents dispersed via improvised methods – this point includes events such as the sarin attacks in the Tokyo sub-way which took place in 1995;

· The use of improvised agents and delivery methods (use of legitimate industrial or research chemicals in order to generate improvised choking, blister or nerve agents;  this includes the possibility of contaminating food and water);

· The use of unsecured or under-secured traditional chemical warfare agents and munitions.

Based on the applicability of an all-hazards approach to the response side of CBRN, other issues such as a large-scale chemical emergency caused by an industrial disaster involving hazardous materials and during transport of such materials were taken into account in the response discussions.

Relation with existing initiatives

The work of the chemical subgroup of the CBRN Task Force complemented existing European and international initiatives in the chemical field. The following initiatives were of key importance in this regard: 

· Seveso II – the Seveso II framework is oriented toward increasing the safety of certain chemical installations and informing the public about relevant risks. A number of safety measures taken within the framework may also have an effect on enhancing security, which is the focus of the chemical subgroup.

· The European Programme for Critical Infrastructure Protection (EPCIP). EPCIP provides a framework for exchanging good practices and raising capability in a number of sectors, including the chemical sector, in all EU Member States. As such, a number of issues discussed within the chemical subgroup of the CBRN Task Force may contribute to achieving EPCIP's objectives. Following the wishes of the Member States, the chemical sector as such is currently not part of the process of identifying European Critical Infrastructure (established by way of a Directive). The chemical subgroup of the CBRN Task Force has not dealt with the issue of identifying European Critical Infrastructure. 

· The Chemical Weapons Convention (CWC). The CWC bans the development, production, stockpiling, transfer and use of chemical weapons, and also stipulates their timely destruction.  It also requires plant sites producing, processing or consuming certain chemicals to provide declarations and to allow inspections. The chemical subgroup has not made recommendations regarding issues sufficiently covered by the CWC.

· The Standing Committee of Experts on Precursors – The EU explosives security action plan established a Standing Committee of experts to address the risks posed by chemical precursors. The Standing Committee has been meeting since the beginning of 2008. The work of the chemical sub-group of the CBRN Task Force does not conflict with the Standing Committee. 

With regard to preparedness and response discussions, the following initiatives were also of key interest:

· The Health Security Committee. The role of the Health Security Committee is to exchange information on health-related threats from acts of terrorism or any deliberate release of biological or other agents with intent to harm health, to share information and experience on preparedness and response plans and crisis management strategies, to communicate rapidly in case of health-related crises, and to provide an effective coordination mechanism of preparedness and response to deliberate releases of biological and other agents. The Health Security Committee (HSC) was set up following the conclusions, which the Health Ministers drew at their meeting on 15 November 2001. The HSC is comprised of high level representatives nominated by the Health Ministries of the Member States. In February 2007, the Council decided on prolongation and extension of the HSC mandate focusing on three domains: public health preparedness and response to CBRN attacks, generic preparedness and response for the public health emergencies, and influenza preparedness and response. The chemical sub-group of the CBRN Task Force did not duplicate the work done in the HSC. A representative of the HSC was present during the discussions of the chemical sub-group and informed the sub-group about the work of the HSC.

· The Community Civil Protection Mechanism. Several activities supporting preparedness and response against CBRN threats were organised in the past by the Community Mechanism for civil protection and will continue to be organised under Council Decision 2007/162/EC, Euratom establishing a Civil Protection Financial Instrument, involving training, large scale exercises and specialised exchange of experts. The Commission has financed a specific large scale exercise on CBRN involving several Member States in autumn 2008 and is supporting other specific activities in Member States. The Commission has also conducted an analysis of data provided from Member States concerning potential assistance that could be available (shared for intervention) in another Member State(s) in the event of a terrorist attack. The EU Civil Protection Mechanism can support Member States - at their request – for the preparedness and the effective coordinated response to terrorist threats. However the Financial instrument does not provide for financing of additional and complementary civil protection equipment at European level. 

The chemical sub-group focused on security issues and started its work taking into account work that already has been performed and respecting the outcomes of the discussion in other fora. A detailed list of EU measures in the CBRN field, including chemical terrorism, is included in the Inventory of EU instruments relevant for addressing Chemical, Biological, Radiological and Nuclear risks ("CBRN Inventory")
.  

Note on definitions

This report primarily makes use of the term "chemical agents" rather than "chemical weapons" in order to underline the broad substantive scope of discussions, which included:

· Classical Chemical Warfare Agents (CWA) such as VX, sarin, tabun, etc.; and their precursors;

· Toxic Industrial Chemicals (TICs) such as ammonia and chlorine; including pesticides; and precursors.

The chemical sub-group of the CBRN Task Force looked at lowering the risk of incidents involving chemicals, which includes both the mass destruction context as well as the small-scale terrorist attack context, which could have a primarily disruptive nature. 

Finally, references made in this paper to high-risk chemical agents refer to the results of a future process of identifying and agreeing a common list of such agents. The objective of the sub-group was to prepare a strategic framework of work concerning chemical security, rather than to agree on specific measures concerning specific chemicals.

Structure of this chapter

This chapter, as well as future work on chemical security, is based on the development of an open-ended process on the identification of high-risk chemicals. Consequently, sub-section 1.1.1. of this Chapter addresses the issue of establishing this process. Whenever reference is made in this chapter to high-risk chemicals, this refers to the end product of the risk-based process mentioned above.

Assessment of the impact of recommendations

The chemical sub-group of the CBRN Task Force made a number of detailed recommendations concerning prevention, detection and response to chemical terrorism. Prior to their implementation, an overall impact assessment should be conducted concerning these recommendations in order to assess their costs/benefits (including socio-economic costs). The impact assessment needs to take into account the numerous activities already going on, both at the European and the national level with regard to chemical security.  

Structure of the chemical chapter of the CRBN Task Force report

This chapter is divided into 3 sections reflecting the format of discussions of the chemical sub-group, dealing with prevention, detection and response.
1.1. Prevention
1. A risk management approach 

Chemicals are used across a broad range of industries and are often relatively easily accessible. Due to their wide use, chemicals are widely available both in the EU and outside. It is neither possible nor suited for the purpose to implement strict security measures concerning all chemical agents. A certain prioritisation of resources is needed in this regard based on a risk-management approach. In order to successfully address the broad range of possible chemical security issues, a risk-management approach is needed based on vulnerability
 and threat
 assessments. 

Initiatives at the EU level could be useful as:

· The assessments being made must acknowledge the lack of internal borders within the EU. For example, due account must be taken of the possibility of acquiring materials in one state and carrying out attacks in another; 

· A comprehensive set of mainly safety related EU legislation exists which may to a certain extent be applicable to security concerns;

· The EU can facilitate the sharing of relevant information and best practices in order to help raise standards across the entire EU.

The risk-management process discussed here should lead to the identification of chemical agents which may be used for malicious purposes and the consequences of incidents involving such agents. The vulnerability assessment should be conducted based on the development of scenarios, though it is important to underline that so-called "worst case scenarios" may not be adequate with a view to assessing the state of preparedness and protection to low-impact incidents, which may nevertheless cause significant psychological, health and economic effects. The open-ended list needs to be based on agreed methods and criteria taking the security concern at the EU level into account. These criteria should be developed by experts from the Member States with support from the Commission and should be underpinned by scientific and security expertise as well as socio-economic criteria. The list will need continuous up-dating according to new research results and technical development.

This exercise would also need to take into consideration the basic principle that the danger stemming from a specific chemical agent is to a large extent dependant on the amount and degree of exposure. Toxicity in itself will seldom if ever be a sufficient criterion for singling out a specific chemical agent. 

The schedules of chemicals included in the Chemical Weapons Convention
, the Seveso II directive and NATO's International Task Force 25 (ITF-25) list of hazardous chemicals could serve as the basis for the identification and prioritisation of chemical agents. Lists of chemicals already existing within the Member States should be taken into account as well.

The broad use and availability of chemical agents means that a certain prioritisation of activities must take place, concentrating in the first place on those chemical agents posing the highest level of risk. Consequently, based on a risk-analysis process conducted by each EU Member State, an identification and prioritisation of high-risk chemical agents, including chemical warfare agents and their precursors, should take place.  

Work within the EU concerning chemical security should lead to ensuring that robust security risk identification and security threat detection processes are in place in all EU Member States. The work should lead to a comparable level of residual risk throughout all Member States.

Wherever possible and economically practicable, the industry should be encouraged to substitute high-risk chemicals with lower risk alternates. Within the "safety" area, the existing REACH framework already foresees research into the substitution of highly toxic chemicals with less toxic ones. A similar effort should be made within the "security" field. Funding from the 7th Framework Research Programme could be used in order to further this objective. 

Recommendations

1. The EU should establish an open-ended list of high-risk chemical agents. Each Member State should implement a risk-management process in the field of chemical security and prioritise protection measures in facilities handling these substances and during transport. Following the establishment of criteria on how chemicals are selected to the list of “high risk chemical agents”, the process should include the following steps:

· Identifying and analysing chemicals;

· Assessing their potential for being used for malicious purposes; 

· Selecting the most dangerous chemicals in terms of their potential for being used for malicious purposes; 

· Assessing the vulnerability of facilities in terms of theft or physical attack (ease of obtaining them or causing a release);

· Carrying out a cost / benefit study on possible measures: physical, technical and administrative.


The open-ended list could be developed either by way of an expert group led by the Commission or by a group of interested Member States.

2. The Commission should facilitate the exchange of best-practices concerning risk-management in the chemical security field by organising regional/EU level meetings and channelling funding toward the development/identification/implementation of suitable methodologies.

3. Industry should be encouraged to replace, where possible, the use of high-risk chemicals with suitable lower-risk alternates. Further research concerning such alternatives can be funded from the EU budget in particular through the 7th Framework Research Programme. The potential use of the REACH framework or of separate, more specific legislation should be examined in this regard as well, in close coordination with the authorities competent for chemicals of the Member States
. 

1. Measures concerning suspicious transactions involving high-risk chemicals 

Certain high-risk chemicals are widely used by industry for legitimate purposes. Without hindering the positive uses of such chemicals, the EU and the chemical industry should aim at limiting access to high-risk chemicals through efficient customer qualification schemes. It should be ensured that even limited quantities of such agents do not make their way into the hands of potential terrorists.

Under the Responsible Care programme, chemical companies are obliged to document all their deliveries. Moreover, in some Member States, chemical companies are legally bound to document their deliveries. Consequently, certain companies often do not deliver to small private entities. There is a need to look into how smaller entities handle chemical precursors and to assess the likely methods by which small amounts of high-risk chemicals could be obtained.
Recommendations 

4. Where this does not take place already today, the chemical industry should ensure that in line with international obligations, high-risk chemicals and equipment are only delivered to legitimate users. A sufficient customer qualification scheme should be established in this regard, which is proportionate to the risk and cost effective. The risks associated with trade of chemicals over the Internet should be investigated further.

5. The Commission and the Member States should assess the benefits of establishing and if needed should consider creating a licensing scheme for certain high-risk chemicals (in particular for certain CWA precursors) similar to that existing for certain scheduled substances in the framework of the Drug Precursors Regulation. For chemicals covered by the CWC, the CWC licensing scheme should be considered as meeting some or all of the set-out objectives. 

6. The Commission and the Member States should consider developing guidelines concerning the identification of suspicious transactions. Following their approval by the EU Member States, these guidelines should be used in all Member States. 

7. The Commission should identify good practices across the Member States on the reporting of suspicious transactions in relation to high-risk chemicals.

8. Awareness should be raised among the stakeholders of possible suspicious transactions and encourage stakeholders to report such transactions to law-enforcement authorities.

9. The Commission should perform a feasibility assessment on the possibility of using the delivery documentation mechanism to better understand and monitor the supply chain (possibly link it to tracking and tracing).

10. The Commission should launch a study concerning the availability of certain high-risk chemicals to the general public. This study should be based on the criteria for high-risk chemicals mentioned above.

1. Early warning system concerning CBRN threats in the EU 

In the EU, an incident involving high-risk chemical agents (including loss and theft) in one Member State can have consequences in another. The establishment of an EU-wide early warning system could provide timely information to the relevant national authorities and responders to prevent and prepare for possible chemical security incidents. Such a system needs to be easy to use, quick, give the ability to address all participants at once and be compatible with existing systems. The possibility of developing and extending the existing G6 CBRNE system to all EU Member States should explored. 
Recommendations 

11. An Early Warning System (EWS) for CBRN related incidents should be established, based on existing systems and experiences. The system should deal with an agreed list of high-risk chemicals and should include information on immediate threats, losses/thefts and suspicious transactions involving these high-risk chemical agents. The system should include proper, unique and safe communication channels for the exchange of relevant information and should be accessible to the law enforcement authorities of the Member States and to Europol. As a first step, the extension of the existing G6 system should be considered. 

12. Within the context of the development of the EWS, the types of incidents related to chemical agents which should be included for the purpose of the rapid exchange of information among the Member States should be defined. 

1. Measures concerning alerting mechanisms and the exchange of information 

A high level of security measures applied to high-risk chemical agents requires a smooth and secure flow of information between all stakeholders involved: between local and central authorities, as well as between public and private sectors. An efficient risk-management system requires as its basis the highest possible level of reliable information. This information is needed in order to ensure a full analysis of trends and potentially an efficient response, including the implementation of sufficient counter-measures. Consequently, information flows from local entities to central authorities must be ensured. 

Relevant stakeholders must be fully engaged in discussions and in the flow of information concerning chemical security. They should have access to security-related best-practices. An efficient and secure flow of information among the various entities involved or concerned with chemical security will help build mutual trust.  

The Member States should continue to review their national situation in order to increase their national co-ordination of resources in the chemical security field. A system that integrates the work being done on central level with the preparations at first-responders level is important.

Recommendations

13. Each Member State should look into whether potential problem areas exist in the horizontal and vertical flow of information among the entities dealing with chemical security both within and across the individual Member States. 

14. Public authorities should, as appropriate, provide adequate security information to the entire supply chain of high-risk chemical agents, first responders (police, fire-departments, medical services, other special units as needed) and educational establishments to focus attention on issues of concern. 

15. Each Member State should consider establishing an alert mechanism in order to quickly transfer security related information to security managers in facilities in which high-risk chemicals are present.

16. The establishment of secure web-portals/forums at EU level in which unclassified information and good-practices could be shared should be considered. International good-practices from across the EU could be shared through such a system. As a first step in the establishment of such a portal, agreement will be sought concerning the type of information to be shared through the system and the types of users who will be given access. 

17. Each Member State should consider to ensure that each party within the supply chain should inform the relevant national authority/national authorities without delay in the event of a theft or loss of a high-risk chemical agent. The relevant national authorities should be required to inform without delay the relevant law enforcement authority responsible for gathering and responding to this information. 

18. The setting up of a single number/address where appropriate to which reports of loss, thefts or suspicious activities involving high-risk chemical agents can be made should be considered. As a minimum requirement, facility security managers should have the necessary contact information for relevant local law enforcement authorities.

1. Criminalisation of acts involving high-risk chemical agents 

The CWC already requires State Parties to adopt the necessary measures to implement their obligations under the Convention, including:

· prohibiting natural and legal persons anywhere on their territory or in any other place under their jurisdiction as recognised by international law from undertaking any activity prohibited to a State Party, including enacting penal legislation with respect to such activity (subparagraph 1(a) of Article VII); 

· not permitting, in any place under their control, any activity prohibited to a State Party by the Convention (Article VII, subparagraph 1(b)); 

· extending their penal legislation to any activity prohibited by a State Party undertaken anywhere by natural persons, possessing their nationality, in conformity with international law (subparagraph 1(c) of Article VII); and 

· affording the appropriate form of legal assistance to other States Parties, to facilitate the implementation of the obligations under paragraph 1 of Article VII (Article VII, paragraph 2).

The Council Framework Decision of 13 June 2002 on combating terrorism (2002/475/JHA) already introduces an obligation to deem as terrorist offences the "manufacture, possession, acquisition, transport, supply or use of (…) chemical weapons (…) as well as research into, and development of, (…)  chemical weapons" when this is done with the aim of: 

· seriously intimidating a population, or 

· unduly compelling a Government or international organisation to perform or abstain from performing any act, or 

· seriously destabilising or destroying the fundamental political, constitutional, economic or social structures of a country or an international organisation.

The various levels of criminalisation of relevant acts in the EU Member States should be analysed in further detail. 

Recommendation 

19. The Commission should analyse the penal legislation enacted in the Member States concerning chemicals terrorism, in order to assess whether any further work at EU level is necessary. 

1. Background checks/security vetting of staff having access to high-risk chemical agents 

The broad use of chemical agents in industry, medicine and biology, and in other scientific and research applications means that a high number of individuals are involved in handling or having access to such materials.  The security credentials of these people may not necessarily be known. In the absence of efficient vetting systems, there is a possibility that malevolent individuals get access to chemical agents which may be employed for malicious purposes. Moreover, there is a higher risk of sabotage activities. This implies that there is a need for security checks of people professionally involved in dealing with high-risk chemical agents. Other personnel identified within the supply chain who would have access to information that could be of use to terrorists may also need to be included within the vetting process. This includes external contractors as well. Personnel security requirements should be in place not only for those having access to specific high-risk chemicals, but also to those who have access to sensitive areas of certain chemical plants. 

It is clear that the responsibility for issuing security clearances for both individuals and companies is and will be with the public authorities. At some stage, this may in turn pose demands on the resources of the Member States to provide security clearances. Obviously, a one size fits all approach will not be sufficient as different security vetting requirements must be present for various types of employees depending on the work they do and the agents they have access to. The specific requirements will also be a function of the risk present in each Member State. Consequently, the EU should work toward developing agreed criteria concerning personnel security. Such an approach could include varying levels of checks for various risk levels (from background checks to more in depth vetting processes).

Currently, background checks performed on certain types of employees are not universally recognised by all Member States due to varying approaches existing from State to State. Within the context of the common market and the freedom of movement of persons and goods, there may be a necessity to start the discussion on a common minimum approach among the EU Member States towards vetting requirements for certain categories of personnel (e.g. for personnel involved in the transport of certain high-risk chemical agents). 

A separate problem is the issue of background check requirements for research staff and universities in which high-risk agents are present and used. This approach should also include university students and visiting researchers. 

Recommendations 

20. Based on the establishment of a common European list of the most high-risk chemical agents, common criteria for background checks and vetting requirements in relation to personnel having access to such materials along the whole chain of production, storage, distribution and use should be introduced. These common criteria should be based on a graduated approach fully taking into account the risk-management process mentioned in sub-section 1.1.1. 

21. Good practices on robust management structures at commercial, industrial and research facilities possessing high-risk chemical agents ensuring regular appraisal of the staff and its monitoring should be identified and exchanged.

22. The chemical industry and other sectors of the economy having access to high-risk chemicals should be encouraged to take a greater ownership of security issues by introducing specific codes of conduct concerning background check requirements for staff and of external contractors. Legislation should be considered if voluntary measures fail. 

23. The Commission should launch a study concerning existing background check procedures and requirements within the chemical industry. 

1. Communication strategies and awareness raising

An important aspect of prevention of chemical security incidents, and especially, the illegal or malevolent use of chemical agents, is an educated and well informed public. Chemical security encompasses not only the prevention of mass destruction events, but also of potential events, which would be disruptive in nature. The potential for mass disruptions could be significantly lowered through the development and implementation of efficient communication strategies. Many Member States have already developed specific CBRN communication strategies. There would be benefit in sharing such experience among all EU Member States. The issue of communication with the public needs to be looked at from two perspectives: communication done pre- and post- incident. Communication requirements and mechanisms will be different depending on the geographic areas covered – local or national. In certain cases, certain communication activities already take place on an ongoing basis thanks to existing regulatory requirements (e.g. under Seveso II).

In terms of pre-incident communication, each Member State should look into the issue of raising awareness among the population concerning chemical agents. Authorities should be careful so as not to provide too much unnecessary information which could cause panic among the population. Depending on the threat level, increased public knowledge is probably the best defence or response to the threat of chemical terrorism. In times of a high threat, public knowledge should be increased concerning the signs of a chemical weapon attack. As a first step, education can concentrate on certain types of staff. Under such an approach, groups of people could be designated to become educated in what to do in the event of such an emergency. This group could in turn instruct the masses of people in an emergency. Likely targets of chemical attacks could also instruct their personnel and post signs regarding the response to such an emergency. Awareness raising of security staff (e.g. outsourced security staff which often provides security services for various companies) could be a good initiative as well.

In terms of post-incident communication, the key to effective communication is to be prepared beforehand. Once an incident has taken place, there is little time to set up a well functioning strategy or to build trusted relationships. Where they do not already exist, communication channels need to be set up to enable the flow of information. The people tasked with informing the public about chemical incidents should have a very high degree of credibility (e.g. doctors, local leaders etc.).

Recommendations 

24. The Commission should regularly organise meetings of communication specialists from the Member States dealing with security issues (in particular CBRN events) with a view to encouraging the spread of good practices concerning communication strategies.

25. The Member States together with the Commission should establish guidelines for the development of chemical security communication strategies. 
1. Measures concerning staff training (improving the security culture of staff) 

Practical experience of law enforcement agencies indicates that alert employees are one of the most effective defences against illicit activities and in particular in detecting suspicious transactions and thefts. Therefore, staff which is well aware of security-related issues could significantly contribute to reducing the risk that chemical agents, sensitive information or expertise fall into hands of malevolent individuals or terrorists. 

Security problems related to an existing security culture can have multiple root causes which include: non-compliance with existing procedures and lack of discipline; inadequate organisational procedures and processes; leadership and management failure; personnel errors; ergonomic issues related to design. Security culture is a concept that encompasses a set of physical, psychological, organisational, political and other arrangements. An effective chemical security culture can be described, among other characteristics, as a human–technology work environment where people’s behaviour focuses on preventing malicious acts through reliance on security equipment, teamwork, realistic judgment, critical self-assessment, efforts to identify management and tactical problems, and timely resolution of such problems before they transform into a crisis. There are several important benefits of security culture: security regimes applicable to the entire workforce that is responsive to current and new threats; improved chemical safety arrangements and lower insurance risks; reduced across-the board theft and diversion; better IT security and protection of trade secrets; reduced risks of vandalism and sabotage by employees and outsiders; improved mechanisms for personnel control and accounting under emergency conditions; a better relationship with local communities.

Special attention needs also be given to security-related training of staff in research organisations as they possess not only access to chemical agents but also valuable knowledge. Regular training in good practices, in application of new regulations, etc. and refreshment courses are essential for keeping working standards high and in compliance with the rules. 

A distinct effort should be undertaken in terms of providing relevant training to security employees (irrespective of whether they work for an outside company or for the operator of a facility in which high-risk chemical agents are present). Security staff is particularly well placed to recognise suspicious activities and prevent malicious acts.

The chemical industry should take greater ownership of the problem, by introducing security training programmes for staff, introducing measures concerning suspicious transactions and ensuring a rapid identification of theft/loss of high-risk chemical agents.

Recommendations

26. Good practices in security training and education of persons working with/having access to or handling chemical agents should be identified, developed and spread. Based on the national experience across the EU 27, developing at the EU level guidelines for minimum security training requirements for persons working with, having access to, or handling chemical agents should also be considered. This could be done by way of a peer review process.

27. Specific security training for staff in industry and research, where high risk chemicals are present should be implemented. 

28. The Member States should organise regular exercises concerning the security of chemical facilities in order to test preparedness measures in place and raise awareness among staff. 

29. Specific training programmes for security staff should be developed and implemented.

30. The chemical industry should develop and adopt codes of conduct concerning awareness of security-related issues. 

31. The EU should facilitate the international exchange of good practices with external partners concerning staff-awareness and training. 

1. Measures concerning increasing facility security 

1. Overview and general issues
Chemical facility safety is already regulated at EU level by way of the Seveso II directive. A thorough assessment of the security of chemical plants in all EU Member States has not been conducted. It is however clear that there are no comprehensive rules dealing with the security of chemical plants which would have an application to all EU Member States and to all facilities. 

Industry level self-regulation exists to a certain degree, but does not specifically address security issues (the Responsible Care programme in the EU does not contain a security part). 

At Member State level, certain Member States have implemented security measures with regard to their chemical plants, primarily in relation to chemical plants designated as critical infrastructures. Some of these measures foresee the establishment of a platform for dialogue between law enforcement authorities and site security managers, the creation of rapid alert systems, the requirement for risk management plans including specific protection measures. Good practices should be identified in this regard and shared among all EU Member States.  

There is a need for a dialogue among chemical facility operators and relevant security authorities in order to facilitate the exchange of information needed for a robust risk assessment process. The chemical industry may face a number of challenges in preparing their facilities against a terrorist attack. For example, the cost of security improvements can be burdensome. Moreover, it may be difficult to determine the appropriate level of security for different facilities without guidance on what level of security is adequate.

1. Security of high-risk chemical facilities
The concept of high-risk chemical facilities includes two distinct categories of infrastructure:

· Firstly, facilities in which high-risk chemicals are present (and from which such chemicals could be stolen or otherwise obtained)

· Secondly, facilities which are high-risk targets in themselves and are located in a populated area (this category refers mainly to toxic industrial chemicals or TICs).

Each of the above mentioned categories may require specific protection measures. Whereas facilities with high-risk chemicals will require measures geared toward the physical protection of the individual chemicals, high-risk facilities located in populated areas will require measures geared to protect them against sabotage. 

In terms of facilities in which high-risk chemicals are present, a risk assessment process should be used to identify different physical protection measures. This process should lead to creating varying levels of security measures adapted to the risk posed by particular chemical agents (including an assessment of amounts of certain chemicals). These security measures should address inter alia: background checks for personnel, physical security measures and information security. All types of facilities where high-risk chemical agents are stored should have a high level of physical security and well-elaborated, risk based security management systems to prevent potential theft or other malicious acts by individuals or groups. 

In terms of facilities which may be high-risk targets, a difference approach may be needed. The broad availability of TICs means that they may be a subject of interest for terrorist organisations. TICs could be released from industrial plants, storage depots or transport facilities through a number of acts including a physical attack against a facility, through sabotage or even through a cyber-attack against SCADA systems.  

Chemical facility safety has already been addressed by way of the Seveso II directive, at least with regard to facilities handling chemicals above a certain threshold. Raising security standards across all EU Member States is a challenge for the future. According to certain estimates, 80% of existing safety measures would also be instrumental in terms of raising security. The challenge is to identify and implement the remaining security needs.

A certain number of chemical facilities will be considered by national authorities as critical infrastructure and will fall within the remit of national critical infrastructure programmes. Some facilities may however be exempted for various reasons. 

Physical protection is intended to protect the occupants, the content and the installations themselves. It involves making the installation secure through inter alia access checks and preventing intrusion, using containment alarm systems and security presence. Physical protection is the responsibility of each Member State and the relevant facility operators.

The implementation of relevant security measures cannot rely on a one-size-fits-all approach; rather it must be based on a risk-management process. Nevertheless, as a common minimum approach, it should be possible to agree on common minimum types of measures concerning certain chemicals, so as to ensure that EU freedoms, such as the freedom of movement of goods and people, are not exploited for malicious purposes. 

The chemical industry in the EU is actively engaged in dialogue with Member State and EU authorities concerning safety issues. As the raising of security standards is needed all across the chemical industry in the EU, the industry should be encouraged to develop suitable approaches. As a first step, the chemical industry could develop and implement the security side of the Responsible Care programme. If little progress is made in this area, further regulation could be required. 

In terms of cyber security, there is a need to address the reliability of Supervisory Control and Data Acquisition systems (SCADA systems) used in chemical facilities. The Commission has already launched a study on the "Feasibility of a European Network of Secure Test Centres for Reliable ICT controlled Critical Infrastructures" within the European Programme for Critical Infrastructure Protection. The main purpose of this feasibility study is to investigate the potential development in Europe of a network of test centres for the testing and validation of the security of control systems of critical infrastructures. The study is meant to create a knowledge base for the understanding of the key issues affecting the resilience of SCADA systems to external attacks. It would also contribute to developing a methodology for the comparison of SCADA equipment and lay the foundations for the creation of a European network of expertise in this area.   
Recommendations 

32. The chemical industry should develop and implement the security side of the Responsible Care programme.

33. The Commission should bring together the relevant security authorities from the Member States in order to identify good practices concerning the security of high-risk chemical facilities. Based on this work, the Commission should develop a good practice document addressing such issues as:

· The responsibility of an authority to assess the security measures in place for various types of materials;

· Creating varying levels of security measures adapted to the risk posed by particular chemical agents, amounts of certain materials or combinations of materials. These security measures should address inter alia: background checks for personnel, physical security measures and information security.  

34. Based on a risk-management process, each Member State should ensure that security plans/security management systems are in place in high-risk chemical facilities. The security plans should provide for graduated levels of security based on the existing threat level. Member State authorities should be involved in assessing whether these security plans satisfy the necessary level of protection requirements. 

35. The responsibilities of the operator and the State in terms of security of facilities should be clearly defined.

36. The Commission should launch a study on the applicability of existing safety provisions to enhancing security.

37. The Commission together with the Member States should develop a high level approach to chemical facility security which identifies key objectives and steps to be taken in order to increase security, based on national risk assessment approaches.  

38. Each Member State should ensure that local law enforcement authorities possess information on high-risk chemical facilities in their area. 

39. Each Member State should ensure that relevant authorities engage in dialogue with the relevant site security managers and advise operators on the necessary levels of security. Member States should encourage the establishment of trusted relationships between security managers and law enforcement counterparts. 

40. The Commission should launch a study concerning training requirements for inspection and enforcement entities, so that they can provide the highest possible levels of relevant security expertise.

41. Criteria on assessing security arrangements at high-risk chemical facilities should be established in a good practice document.

42. The Commission should accelerate its work to support enhancing the protection of SCADA systems against cyber-attacks. 

1. Transport security 

TICs continue to pose a high security risk, not only during production and storage but also during transport. TICs are widely traded both within the EU and with external partners (the Organization of Economic Co-operation and Development (OECD) list of high production volume chemicals contains more than 5000 chemicals which are produced or imported into OECD countries in excess of 1,000 tonnes per year). 

Depending on the available routes of movement, and the quantity of chemical to be moved, transport can occur by:


1. truck or rail tank cars;


2. over water by barge or boat, 


3. over land through above or below-ground pipelines 


4. by air.

As with chemical facilities, EU and Member State activities have thus far mainly concentrated on transport safety. Nevertheless, some security initiatives have also been undertaken. For example, the security of transport of certain dangerous goods is already covered by ADR (and RID and ADN) provisions. 

Different Member States are faced with varying threat levels. Consequently, there may be an interest in implementing more stringent national measures concerning certain specific issues. Such additional national measures concerning the transport of high-risk chemicals will not be sufficient in a situation where no border controls exist between most of the EU Member States. In other words, it is not sufficient that only national measures are put in place concerning the transport of certain chemicals. Measures must be taken at an international level and should be integrated into international transport regulations (this is already the case in many situations in particular with regard to existing international transport conventions). Obviously, this will be a challenging task, but, as a first step, the EU Member States should work toward achieving a common position concerning security requirements. This common position may then prove to be useful in broader international discussions. One of the possible measures to consider in this regard is the establishment of notification requirements during the transport of certain high-risk chemicals. Another possible measure is the implementation of tracking and tracing technologies for high-risk chemical transports, with an obligation to inform law enforcement authorities in case of suspicious activities. 

The transport of TICs cannot be eliminated entirely, but certain measures can be considered with a view to lowering the accessibility to certain high-risk chemicals. One such measure, which could be considered applicable to certain situations, is the adoption of alternate production routes that do not require the delivery of toxic chemicals from off-site storage on-site. 
Recommendations 

43. The Commission and the Member States should establish an ad-hoc committee of experts on transport security with regard to CBRN materials. This Committee should bring together experts from the transport sector, the security services and law enforcement authorities. The Committee should address the following issues:

· Assess whether existing transport security rules fully cover all high-risk chemicals.

· Identify good practices in the Member States concerning the transport of high-risk CBRN substances (e.g. limited quantities in one transport; or tracking systems).

· Identify current good practices in terms of tracking chemical agents.

· Requirements for the development of tracking and tracing systems for the transport of high-risk chemicals. 

· Identify good practices concerning the implementation of current ADR (and RID and ADN) requirements such as the development of security plans. 

· Identify security requirements for logistics enterprises. 

· Consider establishing a notification system for the international transport of high-risk chemicals identified under the risk-management process mentioned in sub-section 1.1.1. 

· Consider the feasibility and costs/benefits of introducing a requirement that only licensed transporters would be used for the transport of specifically identified high-risk chemicals. These licensed transporters would be obliged to follow agreed minimum security requirements.
The work of the Committee should feed into existing processes such as the UNECE Ad-Hoc Working Group.

44. Links between law enforcement authorities and transporters of chemical agents should be enhanced. 

1.2. Detection
State of play

In autumn 2006 the Commission adopted a Green paper on detection technologies in the work of law enforcement, customs and other security authorities. The consultation on the Green paper was concluded in the course of 2007 and a Commission staff working document synthesising the responses was published in May 2008. The responses to the Green paper identify a clear gap between capabilities of detection technologies in CBRN and requirements, particularly the requirements of security authorities.

Since the publication of the Green paper concrete policy options on detection technologies were explored in specific areas such as explosives. This will also be the case for the individual CBRN strands.
Note: The prioritisation of chemicals under sub-section 1.1.1. of this Chapter also relates to the recommendations for action in the detection section.

The whole chain from sampling, detection, identification as well as monitoring is understood under the term detection in this section.

1.2.1. Establishing a scenario-based/modelling approach to identifying work priorities in the detection field 

Problem identification

· Requirement to better understand the threat posed by chemicals within the terrorist or criminal context (e.g.: poisoning);

· Deficits in understanding of possible spread of diverse chemicals with the potential of considerable security and economic implications;

· Identify locations where and situations in which detection of chemicals would be beneficial for the sake of enhanced security;

· Identify gaps in detection capability. 

Suggestions

Improving detection is a complicated and time-consuming process requiring the involvement of a broad range of stakeholders. Matching the requirements of security stakeholders with technological solutions is a key challenge. This process can be facilitated through the development of a scenario-based approach to identifying priorities in detection work.  Identifying the relevant scenarios and the technologies available to deal with them is a crucial first step towards identifying priorities for action in the future. Such scenarios would help focus resources and research, concentrate debate on specific issues and problems, and enhance the understanding of the problems of the various stakeholders across the EU, including the challenge of the time of detection and false alarm rates.

Scenarios need to be underpinned by robust modelling capabilities in order to understand possible spread of chemicals, possibilities of detection as well as possible consequences.

Therefore, there is a need to engage in an in-depth discussion concerning the following issues:

· Where to deploy detection systems?

· What exactly has to be detected and how much of it?

· What type of detection is required?

These questions should be addressed by the Member States, supported by the Commission. 

In order to make the best possible use of available resources, a debate on risks, threats and vulnerabilities needs to take place within the EU. Such a debate and identification of scenarios would also help to decide on the specifications of any required equipment or identify gaps in technological development. A cost-benefit analysis should also be undertaken, although this may be very difficult to do.

Recommendations
45. Scenarios should be developed at the EU level (including events with cross-border effects) building on national experience while using the "black box" mechanism
, including the challenge of the time of detection and false alarm rates.

46. The exchange of information between Member States concerning the methodologies for developing scenarios related to detection should be strengthened and supported.

47. A gap analysis should be carried out by creating a matrix for each of the scenarios of what is needed to identify chemicals and the detection technology already available.

1.2.2. Developing minimum detection standards 

Problem identification

The development of standards is a cost-effective and efficient means of improving detection capabilities. Such standards could ensure a similar level of safety and security across the EU, and allow benchmarking of detection solutions.

Suggestions

Detection standards could possibly be developed in the EU. It should be possible to update these standards as technology evolves. Standards can be developed in different forms including legislation or through the European Committee for Standardisation (CEN). The choice of approach would depend on requirements and stakeholder preferences. The need for the development of standards for chemical detection was highlighted in the results of the consultation on the Green paper on detection. Such standards should include requirements for selectivity, specificity and limits of detection in line with set thresholds triggering possible intervention by authorities. Adequately validated methodologies for detection and reference material have a role to play in standardisation.

Recommendation 

48. Minimum detection standards should be developed based on relevant scenarios and threat assessments while building on existing work (e.g., CEN, etc.).

1.2.3. Establishing certification, testing and trialling schemes for chemical detection in the EU 

Definitions:

Certification is a process identifying whether a particular equipment/tool meets existing standards. The process can also be described as accredited testing according to specifications. Certification is particularly important in sectors which are regulated and have clear standards.

Testing is a process the aim of which is to establish the overall performance of a particular equipment/tool.
Trialling is a process where in same or very similar scenarios the performance of multiple new solutions (prototypes/demonstrators) based on different technologies from different manufacturers is considered. The aim of trialling should be to identify promising solutions and technologies and help to bring them to the market.
Problem identification

· Varying quality of detection methods/solutions and equipment;

· An overview of good methods/solutions and equipment is lacking;

· Gap between requirements and offered solutions;

· Better anticipation of future detection requirements;

· Operational requirements of security authorities;

· There is a gap between the requirements of selectivity and specificity as well as available technology and minimum detection limits for chemical detectors;

· Detection of a chemicals amidst the background presents a complex set of challenges.

Suggestions

EU-wide certification, testing and trialling schemes for chemical detection solutions could be established. Such schemes would provide significant advantages in terms of costs as duplication of activities across the Member States resulting in a waste of public and private sector resources would be avoided. Moreover, such systems would allow those Member States which do not have their own certification capacities to gain access to the relevant information from other Member States. Common certification, testing and trialling schemes would decrease the reliance of public authorities on information provided by the manufacturers of detection tools and would allow them to base their decisions on objective results. Finally, such systems would be of benefit to the private sector as they would allow manufacturers to market their products more effectively. Standardisation of certification, testing and trialling processes could be considered in order to ensure identical quality across participating entities. 

In terms of preparation of a possible certification scheme, a system is needed whereby a detection tool could be assessed to see if it meets certain accepted standards or thresholds. This certification process would be conducted by accredited laboratories/organisations in the Member States and would be valid in all Member States. 

An EU-wide testing scheme should also be pursued for overall assessment of the performance of a particular detection solution. Such a system would provide a framework for the exchange of test results between the public authorities and relevant institutes of the Member States. This aggregation of information on the performance of detection solutions collected in independent tests would be helpful for public authorities and other stakeholders as it would facilitate decision-making in procurement procedures.

Finally, an EU-wide trialling scheme for detection solutions should be established whereby the performance of multiple new detection technologies could be assessed using identical or very similar scenarios. Such a system would make it easier to compare different technologies originating from various solution providers. The aim of the trialling scheme would be to identify promising solutions and technologies and help bringing them to the market.

The certification, testing and trialling schemes shall rely on existing capabilities and facilities in the Member States. The procedures are adjusted to the field of application of the devices.

Recommendations 

49. Technical requirements for the detection of chemicals should be set and documented, according to the field of application of the devices.

50. An EU wide certification scheme should be established to evaluate whether detection systems and tools meet set requirements relying on existing capabilities and facilities.

51. An EU wide testing scheme should be developed for detection tools and systems to establish performance and quality of the solutions relying on existing capabilities and facilities.

52. An EU wide trialling scheme should be established to evaluate the quality of both detection tools and systems in practical field operations relying on existing capabilities and facilities.

1.2.4. Improving the exchange of information 

Problem identification

The development of improved detection solutions requires close cooperation between private and public sectors. Information exchanges need to be improved among all those who are involved in detection, including private sector actors (be it solution providers or detection equipment users).

Suggestions

Providing training data and information concerning the relevant types of chemicals to the manufacturers of detection equipment could contribute to the development of better solutions. Manufacturers of detection equipment may not have access to some of the chemicals. If detection solutions have drawbacks in capabilities under certain situations, this information should be communicated to the manufacturer in order to improve detection capability. This could be in the form of a specific feedback process and should not be aimed at facilitating the passing of relevant tests by the solution provider.

Other measures in the area of detection could include the creation of a detection handbook for practitioners (end-users) building on best practices in the Member States.

Recommendations 

53. The technical requirements of detection devices should be communicated to the private sector and knowledge acquired of available capabilities and future research plans of the private sector.

54. The feasibility of an EU handbook on detection of chemicals for practitioners (e.g. operators of detection devices) should be verified in view of the creation of joint investigation teams as well as an action card for first responders, building on existing work done at the EU level and within the Member States. This handbook should be translated into all official EU languages.

1.2.5. Identification of good practices related to the detection of chemicals 

In other areas (radiological/nuclear detection), experts from Member States suggested that good practices should be identified in the following areas:

· Training practices in the Member States;

· Processes and procedures in place, if something dangerous is detected (including related training for first line officers);
· Processes related to the operation of detection solutions (including training on such processes);

Recommendation

55. A mechanism of exchanging best practises between Member States in the field of training and exercises should be established.

1.2.6. Making better use of detection technologies in specific locations 

Problem identification

Better use needs to be made of detection technologies in specific locations. As a matter of priority, the situation at transport and other public facilities which could potentially be deemed to be critical infrastructure should be examined in more detail.

Suggestion

Application of background measurements should be considered at security relevant areas. One should bear in mind the need to minimise the impact of new detection technologies on persons, trade and transport, whilst maintaining an appropriate level of security. This work could be considered in the light of relevant scenarios and threat assessments.

Recommendations 

56. EU and national projects aiming at calibrating detection devices in specific environments should be supported and cooperation and information exchange among the Member States on such projects enhanced.

57. Good practices among the Member States on how to respond when dangerous chemicals are detected should be exchanged.

1.2.7. Research requirements 

· Integration and interoperability of different technological solutions [address the current status when numerous devices are required for detection];

· Enhancement of not only hardware, but also software (e.g. improve performance, interoperability, miniaturisation);

· Enhance mobility and portability of detection systems.

Recommendations 

58. Research should be supported to:

· Ensure interoperability and network application of detection devices in view of joint team operations;

· Improve presentation of detection results in a way that they can easily be understood by end-users, particularly first responders;

· Further miniaturise detection equipment, which should combine various capabilities in one devise. 

1.3. Preparedness and Response
1.3.1. Response plans
Well-developed emergency response plans designed for emergencies involving hazardous materials are the foundation of an efficient response. Responding to a chemical emergency would require considerable coordination internally within a state as well as externally with neighbours and partners. 

Each Member State should ensure that its national response plan takes into account the specificities of incidents involving hazardous materials and in particular chemical terrorism incidents. The objectives of a response plan would include:

· Coordinated response;

· Definition of roles and responsibilities;

· Minimise the impact of incidents or attacks involving hazardous materials on the general public, first responders, environment, property, and critical infrastructure);

· Prevent loss of valuable classical forensic evidence;

· Forensic investigation;

· Support prosecution;

· Reporting and dissemination of information.

The response plan should address the following issues:

· Provision of local expertise for the verification of alarms;

· Identification of a national notification point;

· Emergency medical response services;

· Criminal investigation and crime scene forensics;

· Communication services;

· Public health services/environmental contamination;

· Public information;

· Transport/Storage of hazardous materials.

The development of an advanced response plan is a challenging task requiring input and active involvement from a broad range of governmental and non-governmental stakeholders. In terms of first responders, these actors could include the police, customs, border guards, security services as well as certain transport/chemical industry personnel. In terms of expert support, these actors could include local chemical specialists, measurement services and forensic experts. Medical and law enforcement interventions are needed to ensure appropriate and relevant coordination and communication between Member States’ National Health Services, Law Enforcement Agencies, Rescue Services and where relevant military in order to draw up necessary response plans. The process of developing a response place requires the identification of capabilities, definition of responsibilities, identification of contact points and communication lines, assessment of measures in place and existing gaps, and the identification of a lead authority. 

The assessment of the possible reaction of affected people to an emergency remains an important challenge in the process of developing response plans. 

Recommendations


59. Each Member State should integrate CBRN emergencies into its response plans (where applicable into national and local plans). The requirements of possible criminal investigations and forensics should be fully taken into account in these plans.

60. Regular exercises and training at all levels (national, European and international) should be developed and conducted, involving and testing cooperation of all relevant organisations, particularly of health, first responders, security and judicial authorities; involvement of private sector in such exercises should be foreseen. Possible criminal investigations and forensics should be part of these regular exercises. 

1.3.2. Emergency plans for high-risk sites
High-risk sites may include sites at which high-risk chemicals are present or other non-chemical sites which are considered at risk from a terrorism perspective due to the potential for casualties or disruption (e.g. transport infrastructure).

In terms of sites at which chemicals are present, the Seveso II framework already requires upper tier operators to prepare internal emergency plans and the competent authorities to prepare external emergency plans. Following the identification of high-risk chemicals (as set out in the prevention strand of the chemical security work), an assessment should be conducted whether all sites with such chemicals are already subject to the Seveso II requirements or other measures which would require the establishment of such emergency plans. Based on this assessment and if gaps are identified, consideration should be given to the issue of extending emergency plan requirements to those sites in which high-risk chemicals are present, but which do not have emergency plans. 

In terms of potential non-chemical high-risk sites, it is up to each Member State to perform the necessary risk assessment for sites of concern taking into account threat levels. Good practices could be shared among the Member States in this regard.

Recommendation


61. Based on the process of the identification of high-risk chemicals, it should be assessed whether all operators handling such chemicals possess emergency response plans. The feasibility of extending, where needed, emergency plan requirements to such operators should also be assessed.

1.3.3. Countermeasures
The successful response to a chemical incident depends on the availability of countermeasures. With this mind, each Member State should prepare an inventory and assessment of the available means for medical treatment following exposure to high-risk chemicals as well as an assessment of required countermeasures in the form of technical CBRN equipment. 

Recommendations

62. Based on the identification of high-risk chemical agents (this process is part of the prevention strand of the chemical sub-group), each State should conduct an assessment leading to an estimation of the required amounts and types of medical countermeasures. An assessment should also be conducted concerning the availability of hospital beds and hospitals able to carry out the decontamination of victims, the availability of medical and paramedical personnel, transport possibilities and of required countermeasures in the form of technical CBRN equipment.

63. The Commission should launch a debate among the Member States concerning the possible sharing of medical counter-measures across borders in case of an incident. 

64. The Commission should collect and disseminate good practices among the Member States concerning the ways in which medical staff can receive guidance on dealing with large scale emergencies and a rapid increase of the number of patients.

1.3.4. Communication with the public following an incident

Communication with the public is a key aspect of responding to chemical incidents. Successful communication may however be extremely difficult because of an anxious public, constant demands from media, staff under intense pressure, uncertain facts and a rapidly changing situation. 

Consequently, the key to effective post-incident communication is to be prepared beforehand. Once an incident has taken place, there is little time to set up a well functioning strategy or to build trusted relationships. Where they do not already exist, communication channels need to be set up to enable the flow of information. The people tasked with informing the public about chemical issues should have a very high degree of credibility. In principle, the task of communicating with the public can be performed either by communication specialists trained on CBRN issues or the relevant CBRN specialists trained on communication requirements. The issues of credibility and the ability to convey the right mix of technical and non-technical information are crucial. 

Communicators must be prepared to respond to the needs of various types of addressees. At least two different levels of information must be provided: the first for those directly affected by an incident; the second for the wider population which may be concerned about the spread of the consequences of the incident and their effect on them in the future. 

Communication is a national responsibility. Nevertheless, there would be a benefit in exchanging good-practices in this regard among the authorities involved. With the above in mind, the Commission together with Europol has organised a series of regional workshops on security and health. With strong input from the Member States, one of the concrete results of this initiative has been the identification of good practices on public and media relations for CBRN incidents. 

The Health Security Committee has established a network of media communicators. The work performed by the network should be continued. 

Recommendations 

65. Each Member State should look into the practical implementation of the good-practices on public and media relations identified in a joint effort by the Commission, Europol and the Member States.

66. The Commission together with the Member States should review existing international guidelines and incorporate appropriate existing procedures or, when needed, should establish new guidelines for the development of chemical security communication strategies which could be integrated with existing emergency planning and communications strategies. 

67. The Commission should regularly organise meetings of communication specialists from the Member States dealing with security issues (in particular CBRN events) with a view to encouraging the spread of good practices concerning communication strategies. Regular contacts should be established between the communication experts of the Member States in charge of dealing with chemical incidents. An effort should be made to identify and share good-practices. 

1.3.5. Training for first responders
CBRN information should be integrated into the training programmes for all relevant first responders. 

In particular, EOD personnel should possess at least a basic level of training concerning CBRN materials. The European Defence Agency (EDA) has developed "Minimum Standards of Proficiency for Education and Training for CBRN and EOD specialists" within the context of EU military operations. The possibility of developing similar minimum standards to be used in the civilian context should be examined.

Recommendations
68. The EOD Network should address the need for developing minimum standards of CBRN training for EOD specialists. The applicability of the standards developed by the EDA to the non-military context may be assessed in this regard. Training should be provided to EOD personnel in terms of contacting relevant CBRN specialists.

69. The Commission should provide support for the organisation of specific HazMat specialist trainings.

70. Member States should ensure that CBRN awareness is integrated into training programmes for relevant first responders. The Commission should support these efforts. 

1.3.6. Modelling
Modelling tools are used by a broad range of authorities for a wide range of purposes. In broad terms applicable modelling tools can be divided into two broad categories: tools used for operational modelling and tools used for environment modelling. 

Operation modelling allows authorities to analyse the interaction of various services during an emergency. Environmental modelling allows authorities to predict the possible movement of hazardous clouds or the ensuing population movement. Both types of modelling are crucial for the preparedness and response purposes. Consequently, modelling tools can play a substantial role in the process of preparing emergency plans. 

Regardless of the nature of an event (act of war, terrorist attack, traffic accident, industrial accident), the analysis of the movement of a cloud of dangerous substances (i.e. its atmospheric dispersion) and the estimation of the concentration of dangerous substances in the atmosphere constitute some of the most important response activities during a major accident involving dangerous substances. 

There is considerable interest in investing in the development of new modelling tools specifically applicable to the conditions prevailing in the European Union. This should however follow an assessment the usefulness of existing tools. Certain work has already been undertaken within the EU context in terms of assessing existing modelling tools. This work should be brought together and possibly extended in order to have a comprehensive assessment of real-time performance of currently available tools. Such an analysis could later serve as the basis for developing new tools. 

Consideration could also be given to investing into the development of and enhancing the use  of modelling tools by chemical operators based on their specific needs (e.g. geo - climatic, geographical characteristics). Within the context of the Seveso II framework, such an approach would allow chemical operators to better prepare for a robust response in case of chemical incident or accident.

In certain situations, reverse modelling can also be used by emergency services. 

Further research could be performed on the development of modelling tools for in the EU. 

Recommendations
71. The Commission should fund an assessment of existing modelling tools for the purpose of seeing whether there is need to invest in further research. The validation of existing modelling tools could be undertaken by the Commission's Joint Research Centre (possibly through the European Reference Network for Critical Infrastructure Protection). This work should include the organisation of meetings of modelling experts and emergency response personnel from EU Member States in order to assess practical requirements for modelling tools. Based on this analysis funding could be provided for further research into the development of robust modelling tools applicable to events involving dangerous substances.

72. The Commission should facilitate the preparation of an Emergency Response Guidebook applicable to the context of chemical emergencies in the European Union. The guidebook would be provided to the Member State free of charge. 

1.3.7. Decontamination
Regardless of the amount of chemicals released in a specific event, a detailed assessment will have to be conducted concerning the level of contamination following a particular incident. There will be a distinct possibility that the contaminated area will have to be evacuated and closed off for monitoring and decontamination. Within the chemical context, short-term decontamination needs are of primary importance. 

During the initial monitoring period, it is nearly certain that all economic activity in the affected area would cease, in part because of the need to determine the extent of contamination, and in part because of the reluctance of the public to enter an area thought to be contaminated, no matter how small the dose rate. Moreover, short-term decontamination efforts may be hindered by certain social/cultural boundaries. This problem requires enhanced communication with those potentially affected. 

An assessment could be conducted concerning the possible economic and social effects of a potential chemical terrorism incident in the EU. 

The issue of the link between decontamination techniques and the possibility of gathering forensic evidence needs to be investigated further. 

Recommendations
73. The Member States should conduct a regular assessment of the available means for effective decontamination and their capacity to deal with mass casualties with reference to high-risk chemical agents. Information about current decontamination solutions should be shared with all Member States. 

74. The Commission should launch a study on the economic and social consequences of a chemical terrorism incident.

1.3.8. Criminal investigations
The response to chemical terrorism also includes the necessity to conduct criminal investigations with a view to bringing the perpetrators to justice. 

The importance of judicial cooperation with regard to terrorist activities involving CBRN materials needs to be underlined. Eurojust strongly contributes to fostering cooperation among judicial authorities in this regard. Council Decision 2005/671 of September 20, 2005, extends the need for information exchange to all stages of investigation and prevention with regard to the fight against terrorism. The use of this instrument should be strongly encouraged.

Forensics may play a very important role in the criminal investigation process. However, CBRN issues are only rarely integrated in national forensics efforts. The following forensics related issues are of primary concern:

· Being able to conduct classical forensic investigations within a CBRN scene (e.g. DNA, blood, fingerprint analysis);

· Being able to perform forensic analysis on exhibits which have to undergo decontamination (decontamination may often destroy forensic evidence)

· Being able to perform an analysis of the employed agents (CBRN materials) with a view to identifying their origin.

Recommendations
75. Each Member State should ensure that first responders receive training on forensic awareness. 

76. Eurojust should develop recommendations on ensuring that collected forensic evidence is of a high enough quality to be admissible in court proceedings in the EU Member States.  

77. The Commission should look into the issue of potential problems in the transport of dangerous materials across borders within the context of criminal investigations and emergency situations in general. 

1.3.9. Future Research needs
Security research plays an important role in enhancing the EU’s ability to respond to security threats, and thus the targeting of such research is very important. Security research is a horizontal issue applicable to prevention, detection and response in terms of chemical security, but also for the other strands of CBRN. 

With full respect of intellectual property rights, knowledge on national research activities could possibly be better aggregated and spread across the EU, in order to avoid unnecessary duplication of activities and gain a better overview of the situation. 

An effort should be made to bring together the supply (research sector and industry), need (performance assessment experts), and demand (law enforcement) side in order to give impetus to research efforts which good have a practical value for law enforcement and emergency planning purposes. 

The EU should invest in the development of a library of resources on CBRN agents for use by the law enforcement community. Such a library would contain easily comprehensible information about the nature of CBRN agents and how to deal with them. The JRC and Europol are already engaged in discussions on the development of such a library.

Recommendations

78. The aggregation and spread of research results both at EU level as well as at national level across the EU Member States should be improved. For unclassified materials, this should be done by way of organising conferences and setting up a dedicated research web-portal (for all of CBRN security) which would contain a summary of the relevant research projects and contact information where further details can be obtained, as well as opportunities for future research collaboration and work.

79. The Member States and the Commission should engage in further research cooperation with international partners with a view to enhancing synergies and avoiding duplications. The research work performed by the European Defence Agency and the Commission's Joint Research Centre (JRC) as well as the recommendations made by the ESRIF should be fully taken into account in these efforts.

80. The Commission should develop a library of resources, which could be used by the law enforcement community. Such a library would contain applicable information about the nature of CBRN agents and how to deal with them. This library could include national contributions from the Member States.

81. The Commission should provide research funding on the following topics:

· The potential psychological effect of CBRN emergencies on the population and the likely reactions of local populations in case of incidents

· The development of transportable equipment which can be used by emergency responders in the field.

Chapter II: Report of the Biological sub-group
Objectives and scope of the discussion

The Bio-sub-group of the CBRN Task Force held 6 meetings, between April and September 2008. The work of the sub-group focused on 4 main components of bio-preparedness:

· Threats to humans;

· Threats to animals, and food and feed for animals

· Threats to crops, food and feed;

· Biological detection.

The aim of the discussion was to identify concrete actions which need to be taken in the prevention, detection and diagnosis of, and response to threats to human beings, animals, and crops by biological agents and toxins. The primary focus of the discussion was on security aspects of bio-preparedness while building on existing safety practices and legislation. Safety considerations were considered only to the extent where they contribute to security and where implementation of safety standards and legislation is lacking. It is therefore important to underline that work on security can only be successful, if it is built on firm implementation of existing safety measures and legislation.

While the discussion focused on the first 3 components as separate issues, most of the actions identified are horizontal in nature across the three components. Therefore, unless otherwise specified, this report refers to all 3 components of bio-preparedness, including detection. 

It is also important to note that the recommendations in this chapter are without prejudice to existing legislation which goes beyond their scope or covers the implementation of a particular recommendation in individual strands of work – threats to humans, animals and plants. The reason is that the level of harmonisation within these strands may differ.

Basis for discussions

Within the European Union, diseases can spread rapidly. It is therefore necessary to have measures in place to avoid and detect outbreaks of diseases regarding humans, animals and plants. The potential for misuse of material, methods and techniques in this field also exists. The appearance of BSE or Foot and Mouth Disease shows that accidents or the natural spread of diseases can have serious effects on the production chain and the economy of a given country, and as a consequence influence the well-being of other countries and their citizens. 

The list of issues that have been addressed by the bio group was based on input provided by:

· Two seminars on European Bio-Preparedness and a workshop on Transport and Traceability of Bio-materials in 2006;

· The inventory of EU instruments relevant for the Programme of the Council and the Commission, of 20 December 2002, to improve cooperation in the European Union for preventing and limiting the consequences of chemical, biological, radiological or nuclear terrorist threats;

· The Green paper on Bio-preparedness of 2007 and the results of the consultation
;

· Papers elaborated for the regional workshops – bridging security and health.

Definition of biosafety and biosecurity

For concrete definitions of the term "biosafety" see the WHO’s Laboratory Biosecurity guidance, available at:

http://www.who.int/csr/resources/publications/biosafety/WHO_CDS_EPR_2006_6.pdf, 

Further information is also available at:

http://www.who.int/csr/resources/publications/biosafety/Biosafety7.pdf;

http://www.who.int/csr/labepidemiology/projects/biosafety/en/index.html
In this context, see also Directive 2001/18/EC
.

1. Prevention
2.1.1. EU list of biological agents and toxins of special security concern

Problem identification

It is of paramount importance to achieve clarity on which biological agents and toxins are of particular concern from a security perspective at European level, including agents and toxins which may be genetically modified.

The currently existing lists in all strands of biopreparedness certainly need to serve as a basis for any further work in this field. As regards threats to humans, animals and plants, a number of lists of pathogens and toxins, compiled independently by several agencies, currently exist. These for example include a list of the Australia Group; the Organisation of Animal Health (OIE) list of animal diseases, biological agents and toxins in relation to threats to animals, etc. In the field of threats to crops, a list of crops at risk has been developed through the Crop Bioterror project within the 6th Research Framework Programme.
 

Recommendation 

82. An agreement should be reached on the method and criteria on the basis of which an open-ended list of biological agents and toxins of special security concern could be developed at the EU level (including for example the criteria on economic loss, environmental damage, toxicity, dissemination potential, etc).
 The criteria would be developed by experts from the Member States with support of the Commission and would be underpinned by rigorous scientific and security expertise; the usefulness of any lists such as the Australia Group, EU listing of dual-use biological weapons related components of Council Regulation (EC) No 1334/2000 of 22 June 2000, NATO, OIE, WHO lists and risk groups 3 and 4 of Directive 2000/54/EC would be considered.

Explanation:

When discussing the method and criteria on the basis of which to develop the list of biological agents and toxins of special security concern, experts will need to focus particular attention on the differences between the human, animals and crops strands of biological threats.  

Recommendation

83. An open-ended list of biological agents and toxins of special security concern at the EU level should be developed; this list should be developed by experts from the Member States with support of the Commission and should be underpinned by rigorous scientific and security expertise; the content of the list would be based on the threat, risk and vulnerability assessment, regularly updated. New scientific or security developments would also need to be taken into account.

Explanation:

This list would underpin the work of the EU on biosecurity (see recommendations for actions below), which should relate to all organisations and persons working with/handling and having access to biological agents and toxins on this list. In this regard, possible cooperation with the WHO/OIE/FAO or other international organisations should be explored. It should also be kept in mind that lists can give a false sense of security and therefore, new threats and developments need to be continuously evaluated.

IMPORTANT TO NOTE:

All recommendations for action on biosecurity contained in the report relate only to the biological agents and toxins on this list. When referring to ‘toxins’, the recommendations will only apply to significant quantities of toxins.  The significant level or holdings of each toxin would be defined by the same group of EU experts which is drawing up the list. On biosafety or export controls, existing lists will continue to be applied.

2.1.2. Awareness raising

Problem identification

The successful implementation of the rules and restrictions covering biosafety and biosecurity rests upon problem-awareness among decision-makers and other stakeholders. This refers particularly to:
· The quality of implementation of existing rules across the Member Sates and within the Member States;

· Possible overregulation – international, EU and national laws;

· Quick changes in the regulatory environment;

· Information is fragmented into several documents;

· Access to EU regulations and lack of efficient dissemination of information about the EU and national regulations in force; 

· Particular challenge: small and medium-sized firms, research institutes, universities and researchers, veterinary agencies;

· It is a challenge for stakeholders to identify the relevant agencies in various European countries;
· It is better to have EC Regulations which are applied across all the MS. Issues arise with national authorities adding to burden and reinterpreting.

Recommendations 

84. The Commission should carry out an independent study to evaluate if all the existing rules, regulations and standards sufficiently cover the area and identify any possible overlaps, gaps and/or need for improvement, and modifications/additions.

85. National awareness raising campaigns targeting persons and organisations working with/having access to or handling biological agents and toxins in order to strengthen compliance with existing regulatory framework at international, European, national and regional level should be developed, and best practice on their implementation, including that biosecurity is building on proper implementation of biosafety measures especially on those measures contained in Directive 2000/54/EC, spread.

86. Awareness raising should in particular cover the following areas where legislation already exists and should be underpinned by activities of professional associations:

· Biosafety and biosecurity laboratory rules;

· Transportation rules and requirements;

· Import and Export controls;

· Transfer controls;

· Biosecurity and biosafety in the food and feed industry;

· Bio-security and bio-safety in the animal by-products industry;

· Bio-security and bio-safety on animal farms.

87. Awareness should be raised among decision-makers, other stakeholders and communities on challenges posed by biosafety and biosecurity, as well as potential risks of research and misuse of  research results.

88. The Commission should establish an EU forum for national biosecurity government authorities to exchange information and views on best practices in the area of bio-preparedness.

IMPORTANT TO NOTE

Since diagnostic facilities are different from research facilities, it is important to take into account their specificity, in order to provide for a biosafety/biosecurity framework adapted to their requirements. This is especially the case, if isolated biological agents and toxins are not stored in diagnostic facilities.

1. Practical implementation of legislation 

Recommendation 

89. The Commission should assist Member Sates in the proper implementation of applicable legislation at "the laboratory bench level" and in developing mechanisms for assessing and monitoring its correct implementation.

1. Training and courses

Problem identification

Regular training in good practices, in application of new regulations, etc. and refreshment courses are essential for keeping working standards high and in compliance with the rules. 

Recommendation 

90. Good practices in well targeted training for and education of persons working with/having access to or handling biological agents and toxins on the EU biosecurity list should be identified, developed and spread across the EU.

1. Academic courses

Recommendations 
91. Good practices on academic training on biosafety, the potential misuse of information and biological agents and toxins, and bio-ethics for undergraduate, graduate and postgraduate students should be identified, developed and spread across the EU.

92. Developing non-binding guidelines at the EU level with relevant stake-holders for minimum training requirements for persons working with, having access to, or handling biological agents and toxins should be considered. The guidelines should be developed in co-operation with relevant stakeholders, and should be based on the national experience across the EU.

93. In conjunction with universities and professional associations, the development of minimum requirements for academic training on biosafety, potential misuse of information and biological agents and toxins and bio-ethics for undergraduate, graduate and postgraduate students should be considered.

94. Such training should also address the management of a facility, laboratory workers, teachers, security managers, etc.

1. Code of conduct

Problem identification

Codes of conduct could support awareness, and they could be similar to existing codes of conduct of medical doctors or lawyers. If made mandatory, breaking such codes could for example result in expulsion from a professional organisation or loss of licence.

Recommendation

95. The Commission or Member Sates should encourage professional and other relevant associations to develop and adopt codes of conduct for their Members. Compliance with such a code should be linked to the possibility to expel members of such associations.

1. Wide availability of equipment, biological agents, toxins and of their DNA sequences
 as a security risk 

Problem identification

At present, it is possible to buy equipment for the production of biological agents and toxins at home along with molecular biology kits, DNA constructs. Simple means to alert the relevant national authorities of suspicious transactions should exist inside the supply chain. An approach towards the setting of criteria identifying suspicious behaviour could be developed for industry, retailers and the research community, however existing regulations should be taken into account in order to avoid overlaps.
 Established mechanisms to report suspicious transactions in relation to drugs or explosives precursors could serve as an example.
Recommendation for action

96. Good practices on the reporting of suspicious transactions in relation to equipment, biological agents and toxins on the EU biosecurity list, in particular their DNA sequences, should be identified across the Member States. Contact points for reporting suspicious transactions should be established, respecting existing competences.  

97. Awareness of the possibilities of suspicious transactions should be raised among the stakeholders. Stakeholders should also be encouraged to take preventive action within the company prior to the actual transaction and report such transactions to Member States authorities.

1. Standards and procedures

1. Facility security  

Problem identification

In the current security climate, the protection of biological agents and toxins has become more important than ever before. Many problems can be identified:

· Existence of biosafety standards, but lacking biosecurity standards;
· Different standards of physical security across the EU and sometime even within individual Member States;

· Lack of collaboration between security authorities and the health and research communities and industry;

· Difficulties in exchanging samples quickly and ensure the receiving part has appropriate facilities;

· Requirement to know the facilities' location, their potential vulnerabilities and the existence of potential risks;
· Requirement to know the research programmes and their potential risks;
· Need to establish adequate links between the facilities and security authorities, in the case of need;
· Need to ensure that the facilities have adequate safety and security measures which are  regularly checked in an independent way;

· Facilitate a quick, easy and smooth exchange of biological agents and toxins in an environment of trust and ensure the biological agents and toxins are well protected and properly handled.

· Security concerns may impede the flow of crucial safety information.

Recommendations 

98. Each Member State should have a registry of facilities possessing any of the biological agents and toxins on the EU biosecurity list; law enforcement should have access to such a registry in case of suspicious activity and within the requirement of existing legislation; diagnostic facilities would only be concerned, if they wish to store isolated biological agents and toxins from the clinical samples.

99. Common EU criteria on the assessment of security arrangements of facilities possessing any of the biological agents and toxins on the EU biosecurity list should be established, based on the Members States' experience. Diagnostic facilities would only be concerned, if they wish to store isolated biological agents and toxins from clinical samples.

100. Each facility, including diagnostic laboratories handling and possessing any of the biological agents and toxins on the EU biosecurity list should have appropriate security arrangements verified by the relevant Member State authority.

101. Good practices on responding to security incidents involving the facilities possessing any of the biological agents and toxins on the EU biosecurity list should be developed and identified across the EU.

102. No facility (clinical, diagnostic, university, etc) should keep clinical samples containing any of the biological agents and toxins on the EU biosecurity list unnecessarily; good practices on handling clinical samples containing any of the biological agents and toxins on the EU biosecurity list should be established.

103. The Commission and the Member States should support the creation of collaborative networks of facilities working on the biological agents and toxins on the EU biosecurity list while taking into account existing networks.

104. Facilities storing biological agents and toxins on the EU biosecurity list should regularly review the need of such biological agents and toxins, and keep good records of stored materials as well as establish a mechanism between security authorities and facility operators for reporting losses or transactions of suspected malicious intent of such materials.

1. Personnel security  

Problem identification

If terrorist groups wish to procure material to execute an attack, they may need to have access to a person working inside an organisation using hazardous biological agents and toxins or having knowledge of how to access, process and misuse such materials. Biologically pathogenic material could be obtained in microscopic quantities and later amplified and developed into viable terrorist devices. Therefore, personnel security measures at establishments holding dangerous biological agents and toxins are of paramount importance. It is also important to ensure the international exchange of experts. Common processes and procedures may help to create trust and facilitate the flow of personnel among Member States. It is important to note that central responsibility in this field should remain with operators running the facility. 
Recommendations 

105. Member States should ensure that all persons working with/handling/transporting or having access to any of the biological agents and toxins on the EU biosecurity list or information about them should undergo security background checks.

106. Each Member State and/or organisation should have a registry of persons working/handling or having access to any of the biological agents and toxins on the EU biosecurity list or information about them within facilities; law enforcement should have access to such a registry; diagnostic facilities would only be concerned, if they wish to store isolated biological agents and toxins from clinical samples.

107. In the course of the recruitment process, the recruiting organisation should ensure that the credentials of the candidates are properly checked and assessed.

108. Good practices on robust management structures at the facilities possessing biological agents and toxins on the EU biosecurity list ensuring regular appraisal of the staff and its monitoring should be identified across the Member States.

109. Good practices on how to approach the security of visiting staff and students from outside the EU should be established across the Member States, and Member States should aim for the same procedure to apply across the EU.

1. Transportation  

Problem identification

· The requirement to keep biological agents and toxins safe and secure during transit;

· Training of staff involved in the transit of hazardous biological agents and toxins;

· Tracking and safeguarding biological agents and toxins in transit;

· Ensuring the legitimacy of consignees.

Recommendations 

110. Links between security authorities and transporters of biological agents and toxins on the EU biosecurity list should be enhanced; and mechanisms between security authorities and transporters for reporting of losses or suspicious transactions of such materials should be established where possible, in accordance with existing transport rules and regulations on dangerous goods.

111. Implementation and awareness of existing legislative requirements for biosecurity and biosafety training of staff (facility staff as well as transport staff) responsible for transportation of biological agents and toxins on the EU biosecurity list should be enhanced.

112. Implementation of and awareness of existing legislation on import and export of biological agents and toxins (relevant particularly for customs authorities) should be enhanced across the EU.

113. Implementation and awareness of existing legislation on the transfer of biological agents and toxins on the EU biosecurity list should be enhanced.

114. A Letter of Authority should be developed, similar to the Letter of Authority specified in Commission Directive 95/44/EC
 in order to ensure the legitimacy of consignees.

115. An EU level list of “secure” couriers of biological agents and toxins on the EU biosecurity list or alternatively, their national certification and registration process, should be developed.

116. Regular exercises to test the transportation of biological agents and toxins, including exercises focused on security should be organised.

1. The CEN Workshop Agreement 15793 on Laboratory Bio-risk Management and further standardisation 

Recommendations 
117. A comprehensible overview of the relevant standards at hand and their relevance to biosecurity and biosafety measures should be established.

118. Facilities possessing biological agents and toxins on the EU biosecurity list should consider as appropriate the implementation of the CEN Workshop Agreement (CWA 15793), WHO Laboratory Biosecurity Guidance or their national equivalent standards.

119. Member States shall ensure that appropriate standards are met as part of national authorisation or accreditation process or as a condition for issuing a licence for work with biological agents and toxins on the EU biosecurity list, and regularly control the adherence to and implementation of such standards.

120. The Commission and the Member States should follow the implementation of standards in the Member States and in case of necessity, consider appropriate amendments of existing regulations.

121. Requirements for biosafety officers (roles, competences and training) should be defined.

122. EU funding should be made available for capacity building and to enhance compliance with the above mentioned standards taking into consideration the special needs of each Member State.

1. The role of research 
Problem identification

Resources, be it from public or private sources, should not be made available, as a matter of principle, to facilities and projects with a poor record on safety and security standards. As in other cases, it is necessary to narrow down activities of concern.

Also, some research results may be sensitive and may further increase security risks. Therefore, some limitations on their publication could be considered.

Recommendations 
123. Funding organisations (be they public or private) should take the security aspects of any proposed research into account.

124. Funding organisations (be they public or private) should take the suitability of the fund receiver to work on the proposed research (from a safety as well as a security perspective) into account.

125. Good practices of funding organisations should be identified across the Member States; these should specify criteria to be used by funding organisations, in order to enable their assessment of compliance with bio-standards.

126. When assessing the publication of scientific papers, peer reviewers should take the security aspects of the results of the scientific work into account and should raise these, when applicable, with the author.

1. Detection

1. Establishing a scenario-based/modelling approach to identifying work priorities in the detection field  

Problem identification

· Deficits in the understanding of possible natural spread or deliberate release of diverse biological pathogens with considerable security and economic implications;

· Requirement to better understand the threat posed by biological substances within terrorist or criminal context (e.g. poisoning);

Suggestions

Improving detection is a complicated and time-consuming process requiring the involvement of a broad range of stakeholders. Matching the requirements of security stakeholders with technological solutions is a key challenge. This process can be facilitated through the development of a scenario-based approach towards identifying priorities in detection work. Scenarios should consider the release or massive appearance of a biological agent in environment, human beings, animals, plants, and vectors in different areas (urban, population, traffic, events, etc.). Scenarios should also include a variation of mentioned parameters for robust modelling, in order to understand a possible spread of biological substances, the possibilities of detection as well as the consequences of the spread. Identifying relevant scenarios and technologies available to deal with them is a crucial first step towards the identification of priorities for action in the future. Such scenarios would help focus resources and research, concentrate debate on specific issues and problems, and enhance the understanding of various stakeholders' problems across the EU, including the challenge of the time of detection and false/positive alarm rates.
Recommendation for action

127. Focused scenarios at EU level (including events with cross-border effects) building on national experience while using the "black box" mechanism should be developed.

128. The exchange of methodologies for scenarios and for modelling between the Member States should be strengthened and supported.

129. Models for different biological agents,
 considering distribution, possible vectors, infectious dose, stability, etc, should be developed. 

130. Information on exercises among the Member States and other stakeholders when relevant should be exchanged and coordinated.

131. The development of and training in methodologies for sampling and detection of biological agents, including measures for criminal investigations and transport of unidentified samples needs to be considered; guidelines on these activities, built on existing information, need to be prepared.

132. A mechanism for information exchange on scenario development, modelling, sampling and detection among Member States should be created.

1. Developing minimum detection standards  

Problem identification

The development of minimum standards is a cost-effective and efficient means of improving detection capabilities. Such minimum standards could ensure a similar level of safety and security across the EU, and allow the benchmarking of detection solutions.

Suggestions

Minimum detection standards could be developed in the EU. These standards would be updated as technology evolves. Standards can be developed in different forms including by way of legislation or through the European Committee for Standardisation (CEN). The choice of approach would depend on the applicable requirements and stakeholder preferences. Such standards should include requirements for selectivity, specificity and limits of detection in line with set thresholds triggering intervention by authorities. Adequately validated methodologies for detection and reference material have a role to play in standardisation. These methodologies should be reliable, sensitive and rapid. However, the discussion of the Task Force members underlined that standardisation of equipment is not necessarily desirable and practical in all cases. There is also a need for flexibility and variability. If all Member States use the same method or technology, a new bio-agent that is not detected will not be detected by any Member State. Several methods or technologies should co-exist and be used simultaneously to increase the likelihood of detection.

Recommendations 

133. Standardisation and development of methodologies and limits for detection of biological agents should be considered, whilst ensuring that standards do not inhibit flexibility and progress in the detection of new strains of biological agents; such standardisation could also support the requirements of forensic work with biological agents building on existing work (e.g. work of the EDA); interoperability needs to be taken into account in this context as well. 

134. In order to achieve quality assurance in detection, reference material of biological agents for both clinical and environmental samples should be developed according to internationally accepted standards, building on existing work and networks across the EU.

1. Establishing approval, testing and trialling schemes in the EU for biological detection  

Problem identification

· Varying quality of detection methods/solutions and equipment;

· Lacking overview of good (reliable, sensitive and rapid) methods/solutions and equipment based on testing and field experience;

· Gap between requirements (species spectrum, speed, sensitivity, etc.) and available solutions;

· The detection of agents designed to evade control (e.g. synthetic viruses) needs to be developed;

· Better anticipation of future detection requirements;

· Rapid analysis of biological agents for appropriate and efficient countermeasures;

· Detection solutions with specifications for security authorities;

· There is no feasible method for real time detection that gives diagnostic confidence;

· Solutions for detection of all known and unknown biological threat agents are not currently commercially available. Detection of a biological agent amidst the natural background of life presents a complex set of challenges;

Suggestions

EU-wide approval, testing and trialling schemes for biological detection solutions could be established. Such schemes would provide significant benefits as the duplication of activities across Member States (resulting in a waste of public and private sector resources) would be avoided. Moreover, such systems would allow those Member States which do not have their own approval capacities to gain access to relevant information from other Member States. Common approval, testing and trialling schemes would decrease the reliance of public authorities on information provided by the manufacturers of detection tools and would allow them to base their decisions on objective results. Finally, such systems would be beneficial to the private sector as they would allow manufacturers to market their products more effectively. The standardisation of approval, testing and trialling processes could be considered in order to ensure identical quality across participating entities. 

In terms of an approval scheme, a system is needed whereby a detection tool could be assessed to see if it meets certain accepted standards or thresholds. This approval process would be conducted by accredited laboratories/organisations in the Member States and would be valid in all Member States. 

An EU-wide testing scheme should also be pursued for overall assessment of the performance of a particular detection solution. Such a system would provide a framework for the exchange of test results between public authorities and relevant Member States' institutes. This aggregation of information on the performance of detection solutions collected in independent tests would be helpful to public authorities and other stakeholders as it would facilitate decision-making in procurement procedures.

Finally, an EU-wide trialling scheme for detection solutions should be established whereby the performance of multiple new detection technologies could be assessed using identical or very similar scenarios. Such a system would make it easier to compare different technologies originating from various solution providers. The aim of the trialling scheme would be to identify promising solutions and technologies and help bringing them to the market.

Other activities

In this context the following activities should also be developed further:

· Good quality detection tools and reagents;

· Evaluate detection technologies detecting the presence of threat agents in both environmental and clinical samples;

· Improve the speed of laboratory testing;

· Create conditions that relevant national authorities could test detection tools on live dangerous organisms;

· Ensure that appropriate biosafety measures are in place with regard to facilities, equipment and trained personnel.
Recommendations 

135. Good practices need to be identified in Member States, and approaches to and methodologies on quality assurance in biological detection exchanged.

136. An EU wide proficiency testing scheme to evaluate quality of both detection methodologies and tools in the laboratory context should be established.

137. An EU wide validation and approval scheme by relevant authorities for detection tools and methodologies should be established.

138. An EU wide trialling scheme to evaluate the quality of detection methodologies and tools in practical field operations should be established.

139. Sets of relevant simulants of biological agents for field tests, practical exercises and field technology trialling at national level and EU level, where appropriate, need to be defined.

140. The development of good quality detection tools and reagents at the EU level needs to be supported.

141. Criteria for method validation across detection of human, animal and crop threats should be established.

1. Laboratory aspects (networks, detection, identification)  

Problem identification

· Not all Member States have adequate laboratory capabilities;

· Need to share capabilities across nations, and thus a possible need to agree on common procedures which would be mutually recognisable;

· Challenge to rapidly dispatch collected samples to the reference laboratories across borders;

· Forensic biological laboratory capability.

Suggestions

In the reactions to the consultation on the Green paper on bio-preparedness, one Member Sate indicated it could use some help from other Member State given its limited resources, another Member State underlines the fact that it has no capability for diagnosing biological infections and contamination, due to the lack of laboratories.  A solution would be to create a system and procedures for a rapid dispatch of samples to other Member Sates' laboratories.

The priorities of the Health Security Committee (HSC) on CBRN for 2008 include the need to "identify "national reference laboratories" for biological, chemical and radioactive devices, and share capabilities and capacities of "reference laboratories"."

The Commission could also support the development of mobile detection, identification and sampling capabilities at the EU level. It would be targeting bio-threats to humans, plants and animals. It would be deployable wherever in the world and requirements for forensic work should be considered.

Recommendations 

142. An EU capability and mechanism to rapidly and safely transport biological samples, in accordance with international regulations, in all situations within the EU and into the EU should be created.

143. A network of reference laboratories within the EU should be established (if not yet done so) and maintained.

144. Cooperation between forensic laboratories, reference and specialised laboratories should be optimised where necessary.

145. Cooperation among laboratories assigned to deal with unknown samples at national level should be enhanced;

146. Networking among existing laboratories which are competent and have capacity across the EU specialising in specific biological agents (particularly agents which will be identified on the EU Bio-security list) should be supported.

147. The development of mobile detection, identification and sampling capabilities at the EU level should be initiated by commercial enterprises, research institutions and universities, and support mobile bio-forensic capabilities.

1. Improving the exchange of information  

Problem identification
The development of improved detection solutions requires close cooperation between the private and public sectors, including the defence sector. Information exchanges need to be improved among all actors involved in detection, including private sector ones (be it solution providers or detection equipment users) and the military.

Suggestions

Providing training data and relevant information on types of biological substances to manufacturers of detection equipment could contribute to the development of better solutions. Manufacturers of detection equipment may not have access to some biological agents. If detection solutions have drawbacks in capabilities under certain situations, this information should be communicated to the manufacturer in order to improve detection capability. This could be done in the form of a specific feedback process and should not be aimed at facilitating the passing of relevant tests by the solution provider.

Other measures in the area of detection could include the creation of a detection handbook for practitioners (end-users) building on best practices in the Member States.

Recommendations

148. Requirements for detection, identification and monitoring of pathogens and toxins within civilian security context at the EU level should be set; the requirements should be communicated to the private sector and knowledge of available capabilities and future research plans of the private sector acquired.

149. An EU handbook on detection of biological agents for practitioners (end-users), building on existing work done at the EU as well as military level and within Member States should be created.

1. Making better use of detection technologies in specific locations  

Problem identification

Better use needs to be made of detection technologies in specific locations. As a matter of priority, the situation at transport nodes and public facilities which could potentially be deemed to be critical infrastructures should be examined in more detail.

Suggestion

The application of background measurements should be considered at security relevant areas. The need to minimise the impact of new detection technologies on persons, trade and transport, whilst maintaining an appropriate level of security should be considered. This work could be considered in the light of relevant scenarios and threat assessments.

Recommendations 

150. EU and national projects performing measurements of biological background at security relevant areas, and enhance cooperation and information exchange among  Member States on such projects should be supported.

151. Member States should exchange good practices on cases and processes when a dangerous biological substance is detected.

152. Existing systems identifying and/or reporting on outbreaks or suspicions of outbreaks of diseases should be enhanced and set into geographic perspective. 

153. Information from existing reporting mechanisms on CBRN incidents should be combined and set into geographic perspective.

2.3. Response and recovery

1. Improving coordination verification and information exchanges

Problem identification

Medical and law enforcement interventions are needed to ensure appropriate and relevant coordination and communication between Member States’ National Health Services, Law Enforcement Agencies, Public health, Plant/Animal protection services, Rescue Services and, where relevant, the military in order to draw up the necessary contingency plans. 

Recommendations 
154. Exercises and training at all levels (national, European and international) involving and testing cooperation of all relevant organisations, particularly of health, first responders and security authorities should be developed and conducted regularly; the involvement of private sector in such exercises should be encouraged.

155. Member States should, where appropriate, develop and exchange information on emergency plans regarding biological incidents, involving all relevant agencies; they should also exchange information on lessons learned form previous incidents. The target group would be health and police officials, as well as the civilian population. They should be developed by health and law enforcement officials together with communication experts.

156. Community funding should be made available for the development and conduct of cross-border exercises and trainings across the EU.

1. Developing a European response to biological risks and threats

Problem identification

The development and testing of a vaccine is very expensive and time consuming. The capacity simply cannot be built up within weeks or months. Additionally, capacity building is not with Member States alone - the private sector plays an essential role in bio-research. If there is no market for it, private industry will not do it and will not keep their facilities on hold expecting a biological crisis situation to develop. This is particularly the case for the production of certain vaccines and prophylactics for treatment. The challenge of addressing today's bio-threats requires advance planning and a long term policy approach to build-up a European capacity in developing medical countermeasures. When building up capacity, it is important to emphasise that this should be based on credible scenarios.

Recommendations
 

157. An EU level working group composed of public sector experts should be constituted to consider better cooperation among relevant agencies in crisis and consequence management, response and recovery management; it should develop a bio-specific checklist for requirements for consequence management, response and recovery; the involvement of the private sector in the working group should be considered.

158. An EU level working group composed of public and private sector experts should be constituted to consider the possibilities to a) establish therapeutics and vaccine stockpile towards the known threat of biological agents and toxins, and determine the necessary auxiliary medical supplies to stockpile (gloves, masks, syringes, etc.); b) establish a standby capacity to produce therapeutics, including vaccines, and c) establish sustained funding for a technology platform to secure countermeasures towards biological agents and toxins that are unknown today.

159. An EU level working group composed of public sector experts should be constituted to consider the possibilities to scale up the diagnosis capacity in crises situations; involvement of the private sector in the working group should be considered.

160. Mechanisms for rapid licensing procedures of drugs and vaccines in crisis situations and exemptions from licensing procedures while building on the existing work should be considered.

161. A sufficient amount of medical products to combat eventual threats should be ensured; this work and its priority identification would be led by the Health Security Committee.

162. An EU wide coordinated approach to access medical countermeasures allowing adequate protection of the EU population, based on risk assessment should be agreed upon; this work and its priority identification would be led by the Health Security Committee.

163. Further research on capabilities for response and recovery from biological incidents should be supported.

164. The understanding of and research in emergency logistics and distribution operations (e.g., of medicaments) at the regional, national and international levels should be enhanced.

1. Public communication in crises situations

Problem identification

Sound and thoughtful risk communication can assist public officials in preventing ineffective, fear-driven, and potentially damaging public responses to serious crises such as unusual disease outbreaks and bioterrorism. Moreover, appropriate risk communication procedures foster the trust and confidence that are vital in a crisis situation. 

Recommendations 
165. The EU and the Member States should develop and exchange public communication strategies and plans for cases involving biological incidents, involving all relevant agencies; for unintentional incidents, strategies have already been developed.

166. Member States and relevant organisations should also develop awareness and crisis communication strategies for the public living close to any facilities storing any of the biological agents and toxins on the EU biosecurity list.

Chapter III: Report of the radiological/nuclear sub-group

Objectives 

The aim of the radiological/nuclear sub-group was to identify concrete actions which would need to be taken at EU level and at Member State level concerning prevention, detection and response to radiological and nuclear terrorism. The work of the sub-group was designed to contribute to the development of a policy package to be put forward by the Commission in 2009. 

Basis for discussions

The list of issues to be addressed by the radiological/nuclear group was based on input provided by:

· Two radiological risk reduction seminars organised by the Commission in 2006 and 2007;

· Radiological vulnerability seminar organised by the Commission in July 2008

· The results of the study on radiological vulnerability in the EU conducted by the JRC 

· The Member State representatives in the Task Force.

Additionally, discussions on detection were also based on:

· The green paper on detection technologies in the work of law enforcement, customs and other security authorities;

· The synthesis of responses to the detection green paper.

Scope

In principle, the radiological/nuclear sub-group of the CBRN Task Force dealt with security issues related to radiological and nuclear terrorism. Nevertheless, since in the immediate aftermath of an incident, it is often impossible to quickly ascertain whether it was caused by a malicious act or an accident, and since regardless of the nature of the event the response of emergency services is basically the same, the radiological/nuclear sub-group addressed the response issue based on an all-hazards approach.

The primary focus of the sub-group was on preventing radiological terrorism. In this regard, the starting point for the sub-group covered all types of sources (sealed, unsealed, low activity and high activity) which could pose a security concern. Although the work of the sub-group focussed on all sources, most of the recommendations made concern high-risk sources. These high-risk sources are meant to be identified through a specific risk-based approach outlined in this report. It should be underlined that the actual identification of specific high-risk sources should take place as a follow-up of the work of the sub-group (this process is addressed by way of specific recommendations).  

The fact that the security of nuclear material and of nuclear facilities is being dealt with through a number of various initiatives led the sub-group to putting a stronger emphasis on radiological terrorism. Nevertheless, the sub-group made a number of generic recommendations on the exchange of good practices and information concerning the security of nuclear material and facilities. 

The objective of the radiological/nuclear sub-group was to reach a common understanding concerning the strategic direction in which to take forward EU level work on addressing radiological and nuclear terrorism. Consequently, a number of high-level recommendations have been agreed among the experts of the sub-group.

The radiological/nuclear sub-group did not deal with nuclear materials or radioactive sources within the military context. Nevertheless, it was recognised that within the context of preparedness for and response to radiological/nuclear emergencies, it would be important to take into consideration all types of events. 

Relation with existing initiatives

The work of the radiological/nuclear subgroup of the CBRN Task Force was designed to complement existing European and international security initiatives. The following list contains a number of key initiatives adhered to by EU Member States and which are of strong relevance for the fight against radiological and nuclear terrorism:

· The Convention on the Physical Protection of Nuclear Material and Nuclear Facilities (CPPNM). The original convention signed in 1980 established legally binding measures in the area of physical protection of nuclear material. Following the amendments introduced in 2005 (but not yet in force) the convention makes it legally binding for States Parties to protect nuclear facilities and material in peaceful domestic use, storage as well as transport. The Convention provides an international framework to deal with physical protection issues concerning nuclear materials. The radiological/nuclear sub-group of the CBRN Task Force will not duplicate the work already done by way of the convention. The sub-group provided however recommendations concerning the exchange of good practices in the implementation of the instrument. 

· The Code of Conduct on the Safety and Security of Radioactive Sources (approved by the IAEA Board of Governors on September 8, 2003). The code applies to the three categories of radioactive sources as defined in annex one of the Code. It provides guidance to achieve and maintain a high level of safety and security of radioactive sources, prevent unauthorized access, transfer or malicious use of radioactive sources and mitigate or minimize the radiological consequences of any accident or malicious act involving a radioactive source. Moreover, the Code together with the IAEA Guidance on the Import and Export of Radioactive Sources address the issue of import and export control. The work of the radiological/nuclear sub-group built on the experience gained by the Member States in the implementation of the Code.

· Council Directive of 22 December 2003 on the control of high-activity sealed radioactive sources and orphan sources (HASS). The HASS Directive defines high-activity sealed sources and establishes a regime for their control, mostly from a safety perspective. The Directive includes provisions to prevent sealed sources being lost from regulatory control and procedures for control of sealed sources. It imposes unique identification of sources, book-keeping and regular stocktaking requirements. Holders are required to promptly report unusual occurrences. Member states are required to establish national registers of sealed source holders, and to establish systems to trace transfers of high-activity sealed sources. Member states shall also make provision for inspection of source holders. The Directive passed through the Community legislative process at the same time that the IAEA's Code of Conduct on the Safety and Security of Radioactive Sources was being discussed, and therefore draws considerable inspiration from the Code of Conduct for issues falling within Community competence.

· The Convention on Early Notification of a Nuclear Accident.

· The Convention on Assistance in the Case of a Nuclear Accident or Radiological Emergency.

· UN Security Council Resolution 1540 on the non-proliferation of weapons of mass destruction.

· The International Convention for the Suppression of Acts of Nuclear Terrorism.

Other broad initiatives in the security field include:

· The European Programme for Critical Infrastructure Protection (EPCIP). EPCIP provides a framework for exchanging good practices and raising capability in a number of sectors, including the energy, transport and nuclear sectors, in all EU Member States. As such, a number of issues discussed within the radiological/nuclear subgroup of the CBRN Task Force may contribute to achieving EPCIP's objectives. Following the wishes of the Member States, the nuclear sector as such is currently not part of the process of identifying European Critical Infrastructure (established by way of a Directive). The radiological/nuclear subgroup of the CBRN Task Force will not deal with the issue of identifying European Critical Infrastructures. 

The radiological/nuclear subgroup focused on security issues and started its work taking into account tasks that have already been performed in the context of other initiatives and respecting the outcomes of the discussion in other fora. A detailed list of EU measures in the CBRN field is included in the Inventory of EU instruments relevant for addressing Chemical, Biological, Radiological and Nuclear risks ("CBRN Inventory")
.

Assessment of the impact of recommendations

The radiological/nuclear sub-group of the CBRN Task Force has agreed a number of detailed recommendations concerning the risk of radiological/nuclear terrorism. Prior to their implementation, however, an overall impact assessment should be conducted concerning these recommendations in order to assess their costs/benefits.

Structure of the radiological/nuclear chapter of the CRBN Task Force report

This chapter is divided into three sections reflecting the format of discussions of the radiological/nuclear sub-group: prevention, detection, and response.

1. Prevention
This section contains three sub-sections:

1. The first sub-section addresses the issue of control over high-risk radioactive sources and their physical protection; 

2. The second sub-section deals with the exchange of information and research both within the context of radioactive sources and nuclear materials;

3. The third sub-section provides generic recommendations on the security of nuclear material and facilities.

1 Security of radioactive sources 

1. A risk-based approach and the identification of high-risk sources

Problem identification

Radioactive sources are widely used across various industries, medicine, biology and research. Due to their wide use, these sources are widely available both in the EU and outside. It is not possible to implement strict security measures concerning all radioactive sources. A certain prioritisation of resources is needed in this regard. In order to successfully address the broad range of possible radiological security issues, a risk-based approach is needed based on consequence
 and threat
 assessments. As a first step, such an approach should be implemented by each individual EU Member State. Although it is up to each Member State to develop and put in place such an approach, the European level must be taken into account due to the lack of internal borders within the EU (e.g.: due account must be taken of the possibility of acquiring sources in one state for the purpose of carrying out malicious acts in another).

Radioactive sources have thus far been the subject of safety related categorisations based on their potential to cause harm to human health. This has been reflected both in the IAEA's Categorisation of Radioactive Sources and in the HASS directive. However, not all radioactive sources are equally dangerous from a security point of view. Their usability for malevolent actions depends on various factors including their availability, dispersability and radiotoxicity. Consequently, existing safety categorisations, although highly useful in many applications, do not necessarily reflect the risk connected with the potential for diversion of these sources into the hands of malevolent individuals.

Therefore, as part of the broader risk-based approach, and in order to be able to fully assess the radiological hazard and to identify the most appropriate prevention measures possible, it is necessary to categorise radioactive sources according to their security-risk, and to establish which sources are of particular concern from a security perspective at European level. This will contribute to the setting of EU priorities for action.

This risk-based approach should lead to the identification of high-risk radioactive sources most likely to be of interest to malevolent individuals or groups and the consequences of incidents involving such radioactive sources. The prioritisation of measures should be based on the results of this process and on an analysis of the costs/benefits of the proposed measures.

Recommendations

167. The EU should implement a risk-based approach in the field of radiological security with a view to establishing a list of radioactive sources of highest individual concern and prioritising prevention measures. This process is not intended to duplicate similar processes at the IAEA or NATO level. On the contrary, where possible and relevant, the process of classification of radioactive sources from the security perspective should build on the IAEA and HASS categorisations, and on relevant documents. This process should include the following steps:

· Identifying and analysing domestic radioactive sources;

· Assessing their potential for being used for malicious purposes (not only depending on the isotope but also on its quantity and form);

· Selecting the most dangerous sources in terms of their potential for being used for malicious purposes; 

· Assessing their vulnerability in terms of theft/loss (ease of obtaining them);

· Establishing possible counter-measures: physical / technical and administrative;

· Carrying out a cost / benefit study on these possible measures.

This risk-based approach should lead to the establishment of an open-ended list of high-risk radioactive sources which are of a security concern for all EU Member States. This list should be fully taken into account when prioritising protection measures. This process could be taken forward by way of a dedicated expert group, which will need to take into account the need for confidentiality in some aspects of this process. 

168. A forum for EU level dialogue should be established in the field of radiological risk-management (for high-risk radioactive sources) so that cross-border threats are fully taken into account in national and EU planning processes. An EU level process should be established which allows the attainment of a common understanding among the Member States and the Commission of the risks faced by the entire EU.

169. The Commission should facilitate the exchange of best-practices concerning risk-management in the radiological field by organising regional/EU level meetings and channelling funding toward the development/identification/implementation of suitable methodologies.

1. Measures concerning security requirements for radioactive sources  

Problem identification

A regulatory environment already exists in the EU and the Member States addressing the safety concerns associated with radioactive sources. From a security point of view, certain measures have already been put in place for certain categories of sources. However, an adequate level of protection for all high-risk sources
 (both sealed and unsealed) needs to be ensured in all Member States.

In terms of high-activity sealed sources, the HASS Directive establishes the requirement for each Member State to ensure that "each fixed and mobile source is subject to adequate documented measures, such as written protocols and procedures, aimed at preventing unauthorised access to or loss or theft of the source or its damage by fire" (article 6(c)). Based on this provision, each Member State has taken certain actions towards ensuring sufficient protection of its high-activity sealed sources. There would be a benefit in identifying and sharing best practices among the Member States in terms of the specific measures taken in this regard. 

Unsealed sources have not been addressed in a coherent fashion across the entire EU. However, the identification of high-risk sources through a risk-based approach (outlined in sub-section 3.1.1.1) may lead to the conclusion that low-activity sources and/or unsealed sources (not covered by the HASS Directive) also pose security concerns. This vulnerability may have to be addressed.

The IAEA Code of Conduct on the Safety and Security of Radioactive Sources has played an important role in raising security standards globally concerning radioactive sources. The Code identifies a number of high-level requirements concerning source safety and security, and attempts to delineate the relevant responsibilities. The IAEA has also published more detailed guidance on the Security of Radioactive Sources.

Based on a risk assessment process, various radioactive sources may require different physical protection measures. The Member States have varying experiences and approaches concerning the security of radioactive sources. Some Member States are in the process of addressing the possible security implications of possessing radioactive sources, while others rely on existing safety measures. The fact that losses of control over radioactive sources have occurred or were reported and continue to occur throughout the EU suggests however that further efforts may still be needed.

The implementation of relevant security measures cannot rely on a one-size-fits-all approach; rather it must be based on a risk assessment. Nevertheless, as a common minimum approach, it should be possible to agree on common minimum types of measures concerning certain sources, so as to ensure that EU freedoms, such as the freedom of movement of goods and people, are not exploited for malicious purposes. 

Certain Member States may have good practices to share in this area; this opportunity should be further exploited.

Recommendations 

170. If, pursuant to the risk-based approach outlined in sub-section 3.1.1.1, it appears that information about certain high-risk sources is not included in existing national registries, each affected Member State should ensure that its registries of sources are expanded to include this information, in particular with regard to the facilities/locations in which these high-risk radioactive sources are stored. Each Member State should ensure that this information is accessible to competent authorities and local law enforcement authorities as appropriate. 

171. Member States and the Commission should analyse potential gaps and, if needed, propose solutions with regard to security requirements for facilities in which certain high-risk sources are manufactured and/or disposed of (and which are located outside of nuclear facilities). 

172. Member State law-enforcement authorities should keep the operators of facilities in which high-risk radioactive sources are present informed on a need-to-know basis about potential threats. If no system exists, each Member State should consider establishing a communication mechanism in order to quickly transfer security related information to security managers in facilities in which high-risk radioactive sources are handled.

173. In the longer term, common EU criteria on assessing security arrangements in facilities where high-risk radioactive sources are present should be established, using the experience of the Member States and building on existing IAEA guidelines.

1. Measures to improve the control over high-risk radioactive sources and to create a tracking system for radioactive sources at EU level 

Problem identification

While nuclear materials are under the strict control of the safeguard authorities, the control regime of radioactive sources available in the commercial, health-care and research sector may be insufficient. Reports from the IAEA Illicit Trafficking Database confirm occurrences of loss of control over radioactive sources and unauthorised possession of radioactive sources in the EU. Sealed sources, in particular, are attractive to malevolent individuals or groups both because of their intrinsic value and the value of the shielding and encapsulating metals used to protect the user against radiation. It is noteworthy that the lost material has not always been subsequently reported as recovered.

 A basis for an efficient security system is a good tracking system. The HASS Directive aims to harmonise controls in the Member States, obliging the Member States to set up registries and to keep track of each transfer of covered sources (whereby transfer means the shift of responsibility and not the physical transport of the sources). 

Registries for high-activity sealed sources are already in place in the Member States. It should be considered whether these registries should be expanded to cover other types of sources (low-activity, non-sealed). Based on the existing scope of registries (and possible expansion in the future), a tracking system could be established in the EU.

Recommendations

174. The need for and practicality of creating a tracking system for high-risk radioactive sources at EU level should be examined, taking advantage of modern technology (e.g. user-accessible web-based systems; electronic tagging of sources).  

175. Where found appropriate, secure mechanisms for the electronic exchange of certain information on the movement of certain sources between Member States should be developed. 

176. Studies on the origin and the consequences of the loss of control over radioactive sources, on the current status of used and disused sources in EU and on transport patterns for legal uses of radioactive sources should be launched. These studies can inter alia help to target weak points and identify best practices in procedures in place after a source is found.

177. Experience or views on successful strategies concerning the detection and recovery of orphan sources should be exchanged (article 9 of the HASS Directive).

178. Each Member State should launch recovery programmes for disused high-risk sources. They could be coupled with the creation of a source exchange system among the Member States, so that recovered sources can be made available to those states that need them (rather than manufacturing new sources).

1. Security of transport 

Problem identification

The transport of radioactive sources across as well as within the Member States poses a number of security related risks. Various high-level requirements exist in this area: to keep the sources safe and secure in transit; to ensure that staff involved is well trained in the safety as well as the security aspects of transporting hazardous materials; to track and safeguard materials in transit, and to ensure the legitimacy of consignees. Following the removal of internal border controls as from 1 January 1993, Council Regulation (EURATOM) 1493/93 on shipments of radioactive substances between Member States introduced a Community system for the declaration of shipments of radioactive substances between Member States, so that the competent authorities concerned receive the same level of information concerning radiation protection control as before 1993. However, a high level of security also needs to be ensured for transport within the individual Member States and for the transport of high-risk radioactive sources (as identified through the process described in point 3.1.1.1).

The transport of dangerous goods, including radioactive sources, is governed by international agreements: the European Agreement on the International Carriage of Dangerous Goods by Road (ADR), the Regulations Concerning the International Carriage of Dangerous Goods by Rail (RID) and the European Agreement on the International Carriage of Dangerous Goods by Inland Waterway (ADN). These international agreements are brought into EU legislation through Framework Directive 2008/68. ADR, RID and ADN are based on the UN Model regulations which are global, but only recommendatory in nature. The application of the provisions in ADR, RID and ADN is mandatory through the EU Framework Directive for both cross border and national transport and includes both safety and security rules.

In 2005 new security rules were introduced into ADR, RID and ADN. These rules cover all dangerous goods with additional rules for High Consequence Dangerous Goods (HCDG) namely those rules deemed to be more attractive to terrorists. In November 2007 the European Commission launched a study into the effectiveness of the rules for the transport of HCDG. This study has recently been completed and was published in December 2008. It will be widely circulated.

The cross-border transfer of radioactive sources currently requires considerable paperwork. In order to streamline this process, a simple electronic system for the cross-border transfer of radioactive sources could be established, similar to a system developed for the cross-border transfer of explosives.

A broad framework of transport legislation applicable to safety and security already exists in the EU. Nevertheless, not all radioactive sources, and especially those identified as high-risk, may be covered by existing legal regimes. 

In implementing the recommendations below, the Commission should engage closely with the Member State competent authorities responsible for the transport of dangerous goods. 

It should be underlined that a risk-based approach should also be used for the issue of transport security.

Recommendations 

179. Where appropriate, training of all transport staff concerning existing legislative requirements on the security of radioactive sources should be enhanced.   

180. The feasibility of introducing a requirement to allow only licensed or approved transporters to transport high-risk radioactive sources (identified under the risk-based approach in sub-section 3.1.1.1) in all Member States and between Member States should be assessed. 

181. The Commission should assess the feasibility and potential costs/benefits of creating an electronic system for the control of cross-border transfers of high-risk radioactive sources. 

182. The Commission should launch a study analysing whether (and how) all radioactive sources, and especially those identified as high-risk, are covered by existing legal regimes concerning transport. Depending on the outcome of the analysis mentioned above, assess the need for new transport rules in relation to high-risk sources.

1. Import/export of radioactive sources from and to third countries 

Problem identification

Annually, millions of commercial radioactive sources are transported worldwide. At the moment, some exports of radioactive sources from the Community fall within the scope of the Dual‑use Regulation (1334/2000), notably nuclear materials, depleted uranium, thorium, tritium, neptunium-237, radium-226, plutonium with a high content of the 238 isotope, and alpha emitters with a high specific activity (e.g. polonium‑210). The same regulation currently also requires a transfer permit to be obtained for intra‑Community transfers of highly enriched uranium, (nuclear) plutonium, tritium, and neptunium-237. Otherwise, no special export control regime applies to the whole variety of commercial radioactive sources.

In terms of the Community legislative framework, the HASS Directive addresses the import to the Community of high-activity sealed sources via the prior authorisation requirement for taking possession of them, but does not deal with the export from the Community of such sources, nor does it address import or export of low activity or unsealed sources.

The Code of Conduct on the Safety and Security of Radioactive Sources goes into considerable detail concerning import/export controls. The IAEA Guidance on the Import and Export of Radioactive Sources provides further detail in this regard. These instruments are not binding however. This situation, especially in the absence of an EU-wide tracking system of commercial radioactive sources, is problematic and presents a security risk. 

There may be a need to look into improving and possibly extending the notification and registration schemes of imported and exported high-risk radioactive sources into and from the territory of the EU with a clear formulation of responsibilities and competences of the individual regulatory bodies.

Recommendations

183. The need to address the issue of import/export rules in relation to potential high-risk sources (identified under sub-section 3.1.1.1) not covered by the HASS Directive should be assessed.

184. Based on the risk assessment process outlined in 3.1.1.1, it should be assessed to what extent the Code of Conduct and the IAEA Guidance cover the export and import of all high-risk radioactive sources and how these documents are implemented in the EU Member States. 

185. Following an assessment of how the EU Member States implement the IAEA Guidance on the Import and Export of Radioactive Sources, the Commission should examine the need and feasibility of drawing up common EU criteria for authorising imports and exports from and to third countries.

1. Security vetting
 of people having access to radioactive sources 

Problem identification

The use of radioactive sources in industry, medicine and biology, as well as in other scientific and research applications means that a high number of individuals are involved in handling or having access to such material.  The security credentials of these people may not necessarily be known. In the absence of efficient vetting systems, there is a possibility that malevolent individuals get access to radioactive material which may be employed for malicious purposes. Moreover, there is a higher risk of sabotage activities. This implies that there is a need for security checks of people professionally involved in dealing with such radioactive material, covering the whole supply chain (manufacture, storage, transport and use). Other personnel identified within the supply chain who would have access to information that could be of use to malevolent individuals or groups may also need to be included within the vetting process. 

It is clear that the responsibility for issuing security clearances for both individuals and companies is and will be with the public authorities. At some stage, this may in turn pose demands on the resources of the Member States to provide security clearances. Obviously, a one size fits all approach will not be sufficient as different levels of security vetting requirements must be present for various types of employees depending on the work they do and the sources they have access to. The specific requirements will also be a function of the risk present in each Member State. 

Currently, vetting processes performed on certain types of employees are not universally recognised by all Member States due to varying approaches existing from State to State. Within the context of the common market and the freedom of movement of persons and goods, there may be a necessity to start the discussion on a common minimum approach among the EU Member States towards vetting requirements for certain categories of personnel (e.g. for personnel involved in the transport of radioactive sources). 

Recommendations

186. Based on the establishment of a common European list of the most high-risk radioactive sources (sub-section 3.1.1.1) and on an analysis of the situation and risks posed by gaps in security vetting procedures, graduated measures (from background checks to security clearances) for personnel having access to such sources along the whole chain of production, storage, distribution and use in accordance with national requirements should be introduced. In order to ensure cost-efficiency of these measures, limiting the amount of persons with access to high-risk radioactive sources should be an ongoing goal. Within the graduated approach mentioned above, a distinction should be made between processes performed by Member State authorities (e.g. the security clearance procedures) and those performed by other actors, in particular the private sector operators themselves (e.g. criminal background checks). An analysis should be conducted of the feasibility of linking security vetting requirements to existing licensing systems used to authorise the handling of high-risk radioactive sources.

187. Good practices for commercial, health care and research facilities possessing radioactive sources to ensure regular appraisal of the staff and its monitoring should be identified and exchanged.

188. The creation of a system of mutual recognition of security vetting processes for certain categories of personnel, in particular within the transport area, should be further discussed. 

1. Measures to improve the education and awareness of staff (improving the security culture) 

Problem identification

Practical experience of law enforcement agencies indicates that alert employees are one of the most effective defences against illicit activities and in particular in detecting suspicious transactions and thefts. Therefore, staff which is well aware of security-related issues could significantly contribute to reducing the risk that radioactive sources, sensitive information or expertise fall into the hands of malevolent individuals or terrorists. The need to improve the security culture applies to all staff involved in handling or having access to radioactive sources in the commercial sphere and health care, but also to staff in regulatory bodies, law enforcement agencies and emergency service organisations. Special attention needs also be given to security-related training of staff in research organisations as they possess not only access to radioactive sources but also valuable knowledge. Regular training in good practices, in application of new regulations, etc. and refreshment courses are essential for keeping working standards high and in compliance with the rules.

A distinct effort should be undertaken in terms of providing relevant training to security employees (irrespective of whether they work for an outside company or for the operator having access to radioactive sources). Security staff is particularly well placed to recognise suspicious activities and prevent malicious acts. 

Recommendations

189. Good practices in security training and education of persons working with/having access to or handling high-risk radioactive sources should be identified, developed and spread. Consideration should also be given to developing EU guidelines for minimum security training requirements for persons working with, having access to, or handling radioactive sources, based on the national experience across the EU 27. This could be done by way of a peer review process through which experts from the Member States would visit each other with a view to learning from their experience and exchanging best practices in specific fields.

190. Specific training programmes for private security staff (in particular those involved in guarding specific sources) should be developed and implemented.

191. The capacity and expertise of the Joint Research Centre and the planned European Security Training Centre (EUSECTRA) to provide nuclear and radiological security related training and to support and complement such activities at the national level should be used. 

192. The EU should facilitate the international exchange of good practices with external partners concerning staff-awareness and training. 

1 Exchange of information and research 

1. Measures to improve the flow of information from local entities to central authorities and between public and private sectors 

Problem identification

A high level of security measures applied to high-risk radioactive sources requires a smooth flow of information between all stakeholders involved: between local and central authorities, as well as between public and private sectors. An efficient risk-management system requires as its basis the highest possible level of reliable information. This information is needed in order to ensure a full analysis of trends and potentially an efficient response, including the implementation of sufficient counter-measures. Consequently, information flows from local entities to central authorities must be ensured.

Relevant stakeholders must be engaged in discussions and in the flow of information concerning security issues. They should have access to security-related best-practices. An efficient flow of information among the various entities involved or concerned with radiological/nuclear security will help build mutual trust.

Clearly, the flow of information must be based on the need-to-know principle. Moreover, it should only be relevant information that is shared with stakeholders. 

Recommendations

193. Each Member State should look into whether potential problem areas exist in the horizontal and vertical flow of information among the entities dealing with high-risk radioactive sources both within and across the individual Member States. Each Member State should assess whether relevant need-to-know information about changing threat levels reaches license holders. 

194. Establishing secure web-portals/forums in which good-practices on security could be shared should be considered. The use of existing systems should be explored in this regard.

1. Reporting of source-related incidents to law-enforcement authorities 

Problem identification

The number of orphan sources found every year on the territory of the EU indicates that losses and thefts of radioactive sources are not as uncommon as they should be. The efficient and quick recovery of lost/stolen sources may be dependent to a significant degree on the rapid response of relevant law enforcement authorities. Such authorities, both at local and national level, need to be informed about source-related incidents, in particular in relation to high-risk sources. Experience shows that law enforcement authorities are not always informed about relevant incidents.

Relevant authorities, including local law enforcement authorities, should possess information about high-risk radioactive sources located on a given territory.  These authorities should also be immediately informed in case of a loss or theft of a source. The HASS Directive already addresses the need to promptly notify the competent authority of any loss, theft or unauthorised use of a source. It should be ensured that apart from the competent authorities, relevant law enforcement authorities are also informed about such incidents in a timely manner. Notification schemes might also be needed for low-activity and unsealed sources which may cause a security risk. 

The processes put in place concerning the reporting of source-related incidents to law-enforcement authorities should target specific high-risk sources. 

Recommendations

195. Good practices across the Member States on the reporting of suspicious transactions in relation to radioactive sources used by private and public entities (e.g. industry, medical sector, research) should be identified and exchanged.

196. Guidelines for the industry, the medical sector and the research community containing criteria identifying the forms of behaviour which may give rise to suspicion should be developed. Member State authorities should provide guidance to stakeholders on what suspicious transactions are.

197. Each Member State should ensure that each party within the supply chain should inform without delay the relevant national authority in the event of any theft or loss of radioactive material (for high and low activity, sealed and unsealed sources). The relevant national authorities should inform without delay the relevant law enforcement authority responsible for gathering and responding to this information where this has not already been done by the party concerned within the supply chain.

198. Each Member State should have a clearly established notification mechanism which would allow anyone to inform the relevant authorities about a loss/theft of a radioactive source or about a suspicious transaction. The objective of this activity would be to have a clearly established communication mechanism. As a minimum requirement, facility security managers should have the necessary contact information for relevant local law enforcement authorities. 

1. Analysis of loss and theft patterns 

Problem identification

A number of radioactive sources are lost, abandoned or stolen every year in the European Union. IAEA states participating in the IAEA Illicit Trafficking Database reported a total of 1080 incidents
 of illicit trafficking and other unauthorised activities involving nuclear and other radioactive material between 1995 and 2006. For various reasons, reports of theft have been gradually increasing since 1998. On the one hand, this increase reflects an improvement in reporting processes worldwide. On the other, this increase underlines the potential risk that radioactive sources pass into the hands of malevolent individuals or groups and are used for terrorist purposes. In order to develop efficient mechanisms that would increase security of high-risk radioactive sources and decrease the number of incidents, better knowledge is needed on how such incidents occur. An analysis of loss and theft patterns is essential also for risk assessment and identification of the weakest point in the security-related chain. 

A number of organisations are already conducting certain analyses on sources. The work of these organisations, in particular Europol, should be fully taken into account.

Recommendation 

199. Europol should conduct an analysis of loss and theft patterns of high-risk sources in the EU. This analysis should take due account of the nature of particular incidents and the nature of the actual source, including orphan sources. This analysis could be carried out in cooperation with the IAEA, Interpol and other relevant authorities. It should be made available to the relevant national authorities and reviewed regularly.

1. Measures to improve communication strategies for the public 

Problem identification

An important aspect of prevention of incidents involving radioactive sources, and especially their illegal or malevolent use, is an educated and well informed public. The issue of communication with the public needs to be looked at from several perspectives: communication done pre- and post- incident; and communication done in a nuclear area (near a nuclear plant) and outside such an area.

In terms of pre-incident communication, each Member State should look into the issue of raising awareness among the population concerning radioactive sources and nuclear material, and the consequences of their use. 

In terms of post-incident communication, the key to effective communication is to be prepared beforehand. Once an incident has taken place, there is little time to set up a well functioning strategy or to build trusted relationships. Where they do not already exist, communication channels need to be set up to enable the flow of information. The people tasked with informing the public about radiological/nuclear issue should have a very high degree of credibility. 

The Member States have varying experience in terms of communication to populations located near nuclear plants. 

Communication is a national responsibility. Nevertheless, there would be a benefit in exchanging good-practices in this regard among the different authorities involved. With the above in mind, the Commission together with Europol has organised a series of regional workshops on security and health. With strong input from the Member States, one of the concrete results of this initiative has been the identification of good practices on public and media relations for CBRN incidents. 

Recommendations 

200. Each Member State should look into the practical implementation of the good-practices on public and media relations identified in a joint effort by the Commission, Europol and the Member States.

201. The Commission together with the Member States should review existing international guidelines and incorporate appropriate existing procedures or, when needed, should establish new guidelines for the development of radiological/nuclear security communication strategies which could be integrated with existing emergency planning and communications strategies. 

202. (Horizontal recommendation applicable to all activities) The Commission should regularly organise meetings of communication specialists from the Member States dealing with security issues (in particular CBRN events) with a view to encouraging the spread of good practices concerning communication strategies. 

1. Early warning mechanism concerning CBRN threats in the EU 

Problem identification

In the EU, a source-related incident (loss, theft) in one Member State can have consequences in another. The establishment of an EU-wide early warning mechanism could provide timely information to national authorities. The target user group of the system would be relevant emergency responders as well as those responsible with dealing with the fight against terrorism within the CRBN context in the Member States. 

A number of early warning systems already exist in the EU linking various relevant authorities including health and radiation protection authorities. There is however no EU-wide system specifically dedicated to linking the law enforcement community with a view to exchanging information on thefts, losses and suspicious transactions. An effort has been made to establish such a system within the G6 context. There could be potential to extend the system to the EU-27. The possible creation of an early warning system or extension of an existing system will require significant work concerning the definition of the types of incidents related to radioactive sources which should be included for the purpose of the rapid exchange of information among the Member States.

Existing EU-wide systems relevant for radiological emergencies include:

· The ECURIE system: ECURIE is a 24h radiological emergency notification and information exchange system. The system notifies the competent authorities of the participating States (currently EU Member States, Croatia and Switzerland) and the European Commission in case of a major nuclear accident or radiological emergency. During an emergency the system provides an information exchange platform for the participating States in order to inform about the current and foreseeable status of the accident, meteorological conditions, national countermeasures taken, etc. The legal basis for participation in ECURIE by the EU Member States is EU Council Decision 87/600/Euratom. 

· The RAS-BICHAT: RAS BICHAT is the Rapid Alert System used for exchanging information on health threats due to deliberate release of chemical, biological and radio-nuclear agents (notification of confirmed or suspected events, exchange of information and coordination of measures among partners). The system links the Commission with the designated competent authority and 24H operational contact points of each Member States. It has been established to serve in particular the Health Security Committee members, nominated by Health Ministers to address and coordinate together with the Commission all preparedness and response issues in terms of public health related to attacks in which biological and chemical agents might be used.
Recommendation

203. An Early Warning mechanism (EWM) for CBRN related incidents should be established, taking account of existing systems and experiences and based on an established common European list of the most high-risk radioactive sources. Such a mechanism would include information on immediate threats, losses/thefts of radioactive sources, suspicious transactions and would in any case need to be accessible to the law enforcement authorities and relevant emergency responders of the Member States and to Europol. As a first step, the extension of the existing G6 system should be considered.

1. Improving the exchange of information between relevant authorities internationally

Problem identification

There is a clear benefit in enhancing cooperation and the exchange of information among the EU Member States in the radiological risk reduction field. Radiological and nuclear risks can, however, not be addressed only from an EU perspective. International illicit trafficking events occurring near the EU's external borders confirm that external cooperation is crucial. Any long-term solution will require enhanced cooperation and exchange of information internationally, in particular within the context of the work of the IAEA.

Dialogue and cooperation with external partners should take due account of the EU's size and importance. In order to achieve this objective, the EU should strive toward speaking with one voice.

The importance of judicial cooperation with regard to terrorist activities involving CBRN materials needs to be underlined. Eurojust strongly contributes to fostering cooperation among judicial authorities in this regard. Council Decision 2005/671 of September 20, 2005, extends the need for information exchange to all stages of investigation and prevention with regard to the fight against terrorism. The use of this instrument should be strongly encouraged. 

Recommendations 

204. The Commission's Joint Research Centre (JRC) should assess whether existing systems, in particular the IAEA's ITDB, provides sufficient information for the law enforcement community. Europol should be closely involved in this analysis. If the analysis leads to the identification of gaps, further feasibility work could be conducted on the need to setup an EU Database of Illicit Trafficking Incidents. 

205. The Commission and the Member States should support the IAEA Illicit Trafficking Database with a view to ensuring real time accessibility for law enforcement authorities, ensuring the highest possible quality of the recorded data and making sure that all relevant losses and recoveries of radioactive sources are recorded. 

1. Coordination of activities at the international level 

Problem identification

The EU Member States and the EU institutions, in particular the Commission, often participate together in a number of international initiatives geared toward the fight against radiological/nuclear terrorism (e.g. the GICNT, CSI). An effort should be made to better coordinate participation in these activities with a view to leveraging the experience and size of the EU and the Member States in order to better tailor such initiatives to EU priorities.

Recommendations

206. (Horizontal recommendation applicable to all activities) Where appropriate and where competence exists, the Commission and the Member States should exchange information on their participation in various international forums (e.g. the GICNT, PSI and CSI) and should strive toward coordination of positions in order to ensure that common EU objectives are achieved. 

1. Measures concerning the research sector 

Problem identification

Research institutes, universities, labs and other similar entities have access to a broad range of radioactive/nuclear materials and to a very high level of "know-how". The work of these entities is clearly very important for the economic and social development of the EU. The challenge the EU faces is how to ensure that these stakeholders and the work they perform are not exploited or misused for malicious purposes.

The research sector should be subject to the general approach on source security and the vetting of personnel (as proposed in earlier sections of this report). However, the research sector also merits a certain specificity of approach. The development of this approach could be undertaken by way of self-regulation. In this regard, the following issues would need to be addressed:

· Visiting researchers and students;

· Intangible transfer of technology;

· Publishing and reviewing.

A genuine feeling of ownership and co-responsibility should be developed among the research sector with regard to security. Financial resources from public or private sources should - as a matter of principle - not flow into facilities and projects which have a poor record on safety and security standards. 

Measures designed for the research sector are of a horizontal nature and are applicable to prevention, detection and response in terms of radiological/nuclear security, but also to the other strands of CBRN. These measures relate to scientific information which could be exploited with intent to commit a malicious act.

Recommendations

207. Each Member State and the European Commission should engage with research stakeholders to raise awareness of security issues and facilitate the exchange of good practices on dealing with security threats. Particular attention should be given to background check requirements for visiting researchers/students. This work should lead to an increased security culture within the research sector.

208. Peer reviewers should also take into account security aspects of the results of scientific work when assessing publication of scientific papers and should raise it with the author with a view to limiting possible negative consequences of the presentation or publication of sensitive work.

209. Good practices on recognising suspicious activities within the research sector and reporting them to the appropriate authorities should be identified and exchanged.

210. Funding organisations (be it public or private) should take security aspects of proposed research projects and other publications into account, as well as the suitability of the funds receiver (from both a safety and a security perspective) to work on the research the receiver is proposing.

1. Future research needs 

Problem identification

Security research plays an important role in enhancing the EU’s ability to respond to security threats, and the targeting of such research is therefore very important. Security research is a horizontal issue applicable to prevention, detection and response in terms of radiological/nuclear security, but also for the other strands of CBRN. 

With full respect of intellectual property rights, knowledge on national research activities could possibly be better aggregated and spread across the EU, in order to avoid unnecessary duplication of activities and gain a better overview of the situation. 

An effort should be made to bring together the supply (research sector), need (performance assessment experts) and demand (law enforcement) side in order to give impetus to research efforts which could have a practical value for law enforcement and emergency planning purposes. 

The EU should invest in the development of a library of resources on CBRN agents for use by the law enforcement community. Such a library would contain easily comprehensible information about the nature of CBRN agents and how to deal with them. The JRC and Europol are already engaged in discussions on the development of such a library.

Recommendations
211. (Horizontal recommendation applicable to all activities) The aggregation and spread of research results both at EU level as well as at national level across the EU Member States should be improved. For unclassified materials, this should be done by way of organising conferences and setting up a dedicated research web-portal (for all of CBRN security) which would contain a summary of the relevant research projects and contact information where further details can be obtained, as well as opportunities for future research collaboration and work. 

212. (Horizontal recommendation applicable to all activities) The Commission and the Member States should engage themselves in further research cooperation with international partners with a view to enhancing synergies and avoiding duplications. The research work performed by the European Defence Agency and the JRC as well as the recommendations to be made by the European Security Research and Innovation Forum (ESRIF) should be fully taken into account in these efforts.

213. The Commission and the Member States should invest in research based on insights from inter alia the risk assessment processes set out in sub-section 1 and shortfalls. Research should specifically be encouraged inter alia concerning the following issues: detection technologies and electronic tracking systems for radioactive sources.

214. The Commission should develop a library of resources, which could be used by the law enforcement community. Such a library would contain applicable information about the nature of CBRN agents and how to deal with them. This library could include national contributions from the Member States.

1 Nuclear materials 

Nuclear materials are already subjected to a broad regulatory framework which includes national, European and international measures. 

In terms of nuclear material security, it should be underlined that a comprehensive system of nuclear material accountancy exists in the EU, which includes notification schemes and inspection measures. 

The security of nuclear facilities is being addressed through several international measures. Most notably, the Convention on the Physical Protection of Nuclear Material and Nuclear Facilities (CPPNM) creates an obligation for signatory states to establish regulatory mechanisms concerning the physical protection of nuclear material against theft and nuclear facilities against sabotage. The amended version of the Convention has not yet entered into force.

Consequently, the EU should work towards accelerating the entry into force of the Amendment to the Convention. Moreover, since a malevolent act against a nuclear facility located in one Member State could have an adverse effect on other EU Member States, there would be added value in bringing together regulators and nuclear security experts from across the EU in order to discuss progress in the implementation of the Convention and identify and exchange good practices in relation to specific security measures. 

Nuclear security issues are already being discussed by certain EU Member States within the context of the European Nuclear Security Regulators Association (ENSRA). ENSRA is an informal platform for the trusted exchange of information in the sensitive area of securing nuclear facilities and installations as well as transports of nuclear material. Members of the ENSRA are authorities and associated public-law bodies from 11 States with civil nuclear programmes with responsibility for issues relating to civil nuclear security, who meet on a regular basis, at least once a year, under a rotating Presidency scheme. The main goals of the ENSRA are:

· Exchanges on regulatory issues related to the security of nuclear materials;

· Exchanges on on-going security issues or results;

· The development of a comprehensive understanding of the fundamental principles of physical protection and

· Promoting harmonisation of nuclear security within Europe.

Recommendations 

215. The ratification of the amendment to the CPPNM by the EU Member States/Community should be progressed as quickly as possible.

216. Regulators, security specialists and performance assessment experts from the EU Member States, as well as the IAEA, should continue to come together in order to discuss progress on the implementation of the amended Convention and identify and exchange good practices concerning physical protection measures. Existing forums should continue to be used as appropriate.

1. Detection
State of play

In autumn 2006 the Commission adopted a Green paper on detection technologies in the work of law enforcement, customs and other security authorities. The consultation was concluded in the course of 2007 and a Commission staff working document synthesising the responses was published in May 2008. The responses to the Green paper identify a clear gap between capabilities of detection technologies with respect to CBRN materials, and requirements, particularly requirements of security authorities.

Since the publication of the Green paper, concrete policy options on detection technologies were explored in specific areas such as explosives. This should also be the case for the individual CBRN strands.

Definitions

For definitions please see the IAEA Safety Glossary:

http://www-pub.iaea.org/MTCD/publications/PDF/Pub1290_web.pdf
Note: With regard to the sensitivity of the information related to detection, it is clear that relevant security rules would apply.

1. Establishing a scenario-based approach to identifying work priorities in the detection field 

Problem identification

Today there is a lack of common understanding between stakeholders as concerns the threats and risks that we are facing, and associated consequences and probabilities. As a consequence, the understanding of where detection of radiological sources and nuclear materials would be most beneficial varies between countries as does the understanding of the most appropriate modalities to use.

Suggestions

Improving detection is a complicated and time-consuming process requiring the involvement of a broad range of stakeholders. Matching the requirements of security stakeholders with technological solutions is a key challenge. This process can be facilitated through the development of a scenario-based approach to identifying priorities in detection work. However, the scenarios have to be underpinned by threat and risk assessment. The threat and risk assessment would help in identification of the most relevant scenarios. Identifying the relevant scenarios and the technologies available to deal with them is a crucial first step towards identifying priorities for action in the future. Such scenarios would help focus resources and research, concentrate debate on specific issues and problems, and enhance the understanding of the problems of the various stakeholders across the EU, including the challenge of the time of detection and false/positive alarm rates. It is clear that the details of  some scenarios are sensitive. This is also valid for information related to prevention measures and plans/capabilities for consequence management should scenarios occur. A secure working environment should be established allowing for the exchange of sensitive information. Furthermore, it is expected that work at the EU level should build on the work done by the Member States and other relevant organisations.

Therefore, there is a need to engage in an in-depth discussion concerning the following issues:

· What are we facing (threat/risk-wise) and what do we need to meet those challenges?

· Where to deploy detection systems?

· What exactly has to be detected and how much of it?

· What type of detection is required?

· What is the role of the human factor in the successful/unsuccessful detection and identification of radiological sources and nuclear materials?

· How should possibly related privacy concerns be covered?

These questions should be addressed by the Member States supported by the Commission. 

Scenarios could be used to identify nodal points and other locations where detection of radiological sources and/or nuclear materials should be performed. Such scenarios would also help to decide on the specifications of the required equipment or identify gaps in technological development. On the other hand, it is clear that national circumstances may vary. Therefore, a uniform solution may not be possible. Nonetheless, minimum requirements applicable to all would need to be identified. A cost-benefit analysis should also be undertaken, although this may be very difficult to do. The reason why the cost-benefit analysis is difficult is that a radiological incident (including dirty bombs) and a nuclear event in particular would have devastating consequences (including human lives and economy).

In terms of the use of detection systems, resilience should not be limited to only one layer of defence (e.g. fixed portals at external borders). An effort should be made to use several layers of systems and in particular to exploit the operational possibilities of mobile detectors.

In this context, the following issues should be considered:

· Passive and active detection;

· Networked detectors [data fusion].

Recommendations

217. Focused scenarios at EU level (including events with cross-border effects) should be developed building on national experience while using the "black box" mechanism
.

218. The exchange of methodologies for assessment of scenarios among the Member States should be strengthened and supported.

219. A mechanism for information exchange among Member States on scenario development related to detection should be created.

220. A matrix of what is desired and of what is currently possible and in place in terms of the detection of radiological sources/nuclear materials for the most relevant scenarios should be created.

221. An overview of what the Member States are currently doing in this area should be created.

222. Networking of detectors at national level should be encouraged.

223. The exchange of information and data among the Member States regarding broader trends of what has been detected should be supported.

1. Select and set standardised minimum performance based requirements for detection in the EU 
Problem identification

The development of standardised performance based requirements is a cost-effective and efficient means of improving detection capabilities. Such an approach could ensure a similar level of safety and security across the EU, and allow benchmarking of detection solutions.

Suggestions

Detection requirements could be selected and set at the EU level. These standardised performance based requirements would be updated as technology evolves. The choice of approach would depend on stakeholder preferences. The selecting and standardising of requirements for radiological and nuclear detection was also highlighted in the results of the consultation on the Green paper on detection. It is also clear that detection requirements are closely related to threats/risks as well as to trialling, testing and certification, as outlined in the following section of this chapter.

Recommendation

224. The feasibility of setting standardised minimum detection requirements should be assessed. Standardised minimum detection requirements based on relevant scenarios, threat and risk assessment while building on the existing work should be selected and set; when setting these requirements, adequate engagement of the private sector should be ensured and judicial requirements for evidence considered.

1. Establishing trialling, testing and certification schemes for radiological and nuclear detection in the EU 
Definitions:

Trialling is a process where in same or very similar scenarios performance of multiple new solutions (prototypes/demonstrators) based on different technologies from different manufacturers is considered. The aim of trialling should be to identify promising solutions and technologies and help to bring them to the market.
Testing is a process aim of which is to establish the overall performance of a particular equipment/tool.
Certification is a process identifying whether particular equipment/tool meets existing standards. The process can also be described as accredited testing according to specifications. 

Certification is particularly important in sectors which are regulated and have clear standards.

Problem identification

· Varying quality of detection methods/solutions and equipment;

· Lacking overview of good methods/solutions and equipment;

· Gap between requirements and offered solutions;

· The detection of shielded/masked sources;

· Better anticipation of future detection requirements;

· Operational requirements of security authorities.

Suggestions

EU-wide trialling, testing and certification schemes for radiological and nuclear detection solutions could be established. Such schemes would provide significant advantages in terms of costs as duplication of activities across the Member States resulting in a waste of public and private sector resources would be avoided. Moreover, such systems would allow those Member States which do not have their own trialling, testing or certification capacities to gain access to the relevant information from other Member States. Common certification, testing and trialling schemes would decrease the reliance of public authorities on information provided by manufacturers of detection tools and would allow them to base their decisions on objective results. Finally, such systems would be of benefit to the private sector as they would allow manufacturers to market their products more effectively. Standardisation of certification, testing and trialling processes should be considered in order to ensure identical quality across participating entities.

An EU-wide trialling scheme for detection solutions should be established whereby the performance of multiple new detection technologies could be assessed using identical or very similar scenarios. Such a system would make it easier to compare different technologies originating from various solution providers. The aim of the trialling scheme would be to identify promising solutions and technologies and help bringing them to the market.

An EU-wide testing scheme should also be pursued for overall assessment of the performance of a particular detection solution. Such a system would provide a framework for the exchange of test results between the public authorities and relevant institutes of the Member States. This aggregation of information on the performance of detection solutions collected in independent tests would be helpful for public authorities and other stakeholders as it would facilitate decision-making in procurement procedures.

In terms of a certification scheme, a system is needed whereby a detection tool could be assessed to see if it meets certain accepted standards or thresholds. This certification process could be conducted by accredited laboratories/organisations in the Member States and should be valid in all Member States. 

Adequate involvement of the private sector in these schemes needs to be ensured.

Recommendations

225. Capacity to perform trialling, testing and certification in the Member States and at the EU level should be mapped as a first step.

226. EU wide trialling, testing and certification schemes to evaluate the quality and performance of detection tools, systems and methods and to evaluate whether requirements are met should be established.

1. Identification of good practices related to detection of radiological sources and nuclear materials, awareness raising and training 
Problem identification

By identifying good practices across the Member States, the authorities can learn from each other and improve their work; they can also exchange better information on how to better tackle practical problems they have to face. Law enforcement officers should be aware of trends, risks and threats in this area; this would help them to better focus their work. Often the front line officers of law enforcement do not know what to look for. They are also not aware of how a source (particularly shielded/masked source) could look like. Therefore, a training/awareness raising could be established to improve the knowledge of the front line officers of law enforcement on radiological sources and nuclear materials and ways to conceal them (help to identify triggers which may raise suspicion of the officers).

Processes and procedures on operation of detection solutions are important because the output of a detection solution is maximised by its correct operation and handling. EU Member Sates and EU institutions lack coordination of their position on detection of radiological sources and nuclear material when participating in international fora.

Recommendations

227. Good practices on detection methods and processes should be identified and exchanged among EU Member States.

228. Good practices among the Member States on cases and possible follow up actions when a dangerous radiological source/nuclear material is detected should be exchanged.

229. An EU handbook of procedures related to detection of radiological sources/nuclear materials for practitioners (particularly first responders), building on existing work done at the EU level and within the Member States and other relevant organisations should be created.

230. Good practices among the Member States on awareness raising of front line officers should be identified and exchanged.

231. At the EU level, an adequate training and training programme for front line officers should be established and its sustainability ensured.

232. EU Member States and EU institutions should enhance coordination of their positions on detection of radiological sources and nuclear material when participating in international fora where appropriate.

1. Monitoring of radiation 
Problem identification

In our everyday environment we are surrounded by natural and manmade radiation. Therefore, knowledge of levels of radioactivity in the urban environment may be important in order to be able to identify an unusual event. Such an overview of background radiation may help in improved identification of the location of a harmful source. Monitoring of radiation is especially relevant in two particular cases:

· The security of major events;

· The security of defined areas such as cities.

Again, threat and risk assessments play an important role in defining the scope of radiation monitoring. The threat and risk assessments underpinning the scenarios, as outlined in the sub-section 3.2.1 of this report, would be very useful for the implementation of the recommendation below.

Recommendation 

233. EU and national projects performing monitoring of radiation for security purposes should be promoted, and cooperation and information exchange among the Member States on such projects enhanced.

1. Research requirements 
Priorities

· Work on the detection and identification of radioactive sources and nuclear materials, which are difficult to detect;

· Detection and identification of masked and shielded sources;

· Improve spectrometry based detection and address the problem of "innocent" and false alarms.

Other areas for research

· Integration of different technological solutions [address the current status when numerous devices are required for detection];

· Detection and location of radiation source in large crowds;

· Enhancement of not only detection hardware, but also software;

· Enhance mobility and portability of detection solutions.

Recommendation 

234. The use of existing scientific networks to enhance work in the detection area should be improved.

1. Preparedness and response
Response plans 

Well developed pre-emergency plans and emergency response plans designed for CBRN incidents are the foundation of an efficient response. Responding to a radiological and nuclear emergency would require considerable coordination internally within a State as well as externally with neighbours and partners. The JRC has developed the RITNUM handbook and the Model Action Plan to support responding to cases of illicit trafficking of nuclear material. Similarly, the IAEA provides guidance on the development of national response plans.

Each Member State should ensure that its national response plan takes into account the specificities of CBRN incidents, in particular radiological and nuclear terrorism. The objectives of a response plan would include:

· Coordinated response

· Definition of roles and responsibilities 

· Minimise the impact of radiation on the general public, first responders, environment, property, and critical infrastructure

· Forensic investigation and preventing loss of valuable classical forensic evidence

· Categorisation and identification of the hazardous radioactive/nuclear material

· Support prosecution

· Reporting and dissemination of information 

The response plan should address the following issues:

· Provision of local expertise for the verification of alarms

· Identification of a national notification point

· Emergency medical response services

· Criminal investigation and crime scene forensics

· Communication services

· Public health services/environmental contamination

· Public information

· Transport/Storage

The development of an advanced response plan is a challenging task requiring input and active involvement from a broad range of governmental and non-governmental stakeholders. In terms of first responders, these actors could include the police, fire fighters, civil protection, customs, border guards, security services as well as certain transport/industry personnel. In terms of expert support, these actors could include local radiological and nuclear specialists, measurement services and forensic experts. Medical and law enforcement interventions are needed to ensure appropriate and relevant coordination and communication between Member States’ National Health Services, Law Enforcement Agencies, Rescue Services and where relevant military in order to draw up necessary response plans. The process of developing a response concept requires the identification of capabilities, definition of responsibilities, identification of contact points and communication lines, assessment of measures in place and existing gaps, and the identification of a lead authority. 

The assessment of the possible reaction of affected people to an emergency remains an important challenge in the process of developing response plans.

Recommendations

235. Each Member State should integrate CBRN emergencies into its response plans (where applicable into both national and local plans). The requirements of possible criminal investigations and forensics should be fully taken into account in these plans.

236. Regular exercises and training at all levels (national, European and international) should be developed and conducted, involving and testing cooperation of all relevant organisations, particularly of health, first responders, security and judicial authorities; involvement of private sector in such exercises should be foreseen. Possible criminal investigations and forensics should be part of these regular exercises. These exercises should be designed around a possible threat, should have clearly identified objectives and undergo evaluation in order to identify areas for improvement.

237. The Commission should launch a study concerning the organisation of State structures concerning CBRN incidents. The results of the study should be shared across the EU.

1. Emergency plans for high-risk sites 
High-risk sites may include sites at which high-risk sources are present, other sites which do not have high-risk sources but which are considered at risk from a terrorism perspective due to the potential for casualties or disruption (e.g.: transport infrastructure) or finally, sites in which special events (including mass events) take place.

The framework of the HASS Directive (2003/122/Euratom) foresees emergency procedures as one of the conditions for obtaining an authorisation to become a holder of any high-activity sealed source. The Directive also encourages Member States to train staff in places where detection of orphan sources is likely (e.g. large metal scrap yards or major metal scrap recycling installations) for the situation when such a source is detected. Consideration should be given, however, to the issue of having emergency plans prepared for all sites in which high-risk radioactive sources are present that are not covered by the HASS Directive.

Directive 96/29 on Basic Safety Standards establishes uniform safety standards to protect the health of workers and the general public against the dangers of ionising radiation. Under the Directive, each Member State must create the conditions necessary to ensure optimum protection of the population and to apply the fundamental principles governing operational protection of the population. Member States must ensure that consideration is given to the fact that radiological emergencies may occur in connection with practices carried out within or outside their territory and that these may affect them. Each Member State must ensure that appropriate action plans are drawn up at national or local level, and that these are tested at regular intervals.

Principle K of the Convention on the Physical Protection of Nuclear Material and Nuclear Facilities foresees the need to prepare and exercise contingency (emergency) plans to respond to unauthorised removal of nuclear material or sabotage of nuclear facilities or nuclear material, or attempts thereof.

In terms of other potential high-risk sites, it is up to each Member State to perform the necessary risk assessment for sites of concern taking into account threat levels. Good practices could be shared among the Member States in this regard.

Recommendations

238. Based on the process of the identification of high-risk radioactive sources, it should be verified whether all operators handling such sources possess emergency response plans. The feasibility of extending, where needed, emergency plan requirements to such operators should be assessed. Gaps in existing regulations should be identified. 

239. Each Member State should assess whether emergency plans exist for high risk sites and events. 

1. Countermeasures
The successful response to a terrorism related radiological or nuclear incident depends on the availability of countermeasures. With this mind, each Member State should prepare an inventory and assessment of the available means for medical treatment following exposure to radiation. 

The IAEA already provides guidance in this area. The EU has developed a Triage, Monitoring and Treatment (TMT) handbook which addresses the issue of effective and timely triage, monitoring and treatment of people exposed to radiation following a malevolent act. The TMT Handbook project was funded by the 6th Framework Research Programme (FP6) and was strongly linked with the TIARA project (also funded under FP6), which aimed at setting up a European network which would participate in enhancing the management of a crisis after the malevolent dispersal of radionuclides in a public place.

Within the context of the Community Civil Protection Mechanism, CBRN modules have been developed which make response resources available from one or more participating States.

Recommendations

240. Each Member State should conduct an assessment leading to an estimation of the required amounts and types of medical countermeasures in case of a radiological incident. An assessment should also be conducted concerning the availability of hospital beds, the availability of medical and paramedical personnel, transport possibilities and of required countermeasures in the form of technical CBRN equipment.

241. The Commission should launch a debate among the Member States concerning the possible sharing of medical counter-measures across borders in case of an incident. 

242. The Commission should collect and disseminate good practices among the Member States concerning the ways in which medical staff can receive guidance on dealing with large scale emergencies, a rapid increase of the number of patients and on dealing with radiation incident.

1. Communication with the public following an incident 

Communication with the public is a key aspect of responding to radiological and nuclear incidents. Successful communication may however be extremely difficult because of an anxious public, constant demands from media, staff under intense pressure, uncertain facts and a rapidly changing situation.

Consequently, the key to effective post-incident communication is to be prepared beforehand. Once an incident has taken place, there is little time to set up a well functioning strategy or to build trusted relationships. Where they do not already exist, communication channels need to be set up to enable the flow of information. The people tasked with informing the public about a radiological or nuclear issue should have a very high degree of credibility. In principle, the task of communicating with the public can be performed either by communication specialists trained on CBRN issues or the relevant CBRN specialists trained on communication requirements. The issues of credibility and the ability to convey the right mix of technical and non-technical information are crucial. 

Communicators must be prepared to respond to the needs of various types of addressees. At least two different levels of information must be provided: the first for those directly affected by an incident; the second for the wider population which may be concerned about the spread of the consequences of the incident and their effect on them in the future. In both cases, there is a need for openness and transparency with the media. 

Communication is a national responsibility. Nevertheless, there would be a benefit in exchanging good-practices in this regard among the authorities involved. With the above in mind, the Commission together with Europol has already organised a series of regional workshops on security and health. With strong input from the Member States, one of the concrete results of this initiative has been the identification of good practices on public and media relations for CBRN incidents. 

The Health Security Committee has established a network of media communicators. The work performed by the network should be continued.

Recommendations 

243. Each Member State should look into the practical implementation of the good-practices on public and media relations identified in a joint effort by the Commission, Europol and the Member States.

244. The Commission should regularly organise meetings of communication specialists from the Member States dealing with security issues (in particular CBRN events) with a view to encouraging the spread of good practices concerning communication strategies. Regular contacts should be established between the communication experts of the Member States in charge of dealing with radiological and nuclear incidents. An effort should be made to identify and share good-practices. 

1. Domestic and international information flows in case of emergency involving radioactive or nuclear sources
Smooth and clear communication and information flows between all stakeholders in the situation of a crisis are a precondition for an effective response. Domestically, various response subjects might be responsible for different aspects of response horizontally (e.g. among various public authorities on national level) as well as vertically (e.g. on a national, regional or scene of incident level). Internationally, functioning mechanisms need to be in place for facing incidents with potential cross-border impact. 

Recommendations

245. Public authorities should provide relevant security information on a need to know basis to the entire supply chain of radioactive sources and nuclear materials, first responders (police, fire-departments, medical services) and educational establishments in order to enhance preparedness levels.

246. Existing platforms for international exchange of information during nuclear emergency situations should be built upon, their integration considered and their applicability to all radiological and nuclear incidents of concern assessed (scenario-based). An effort should be made to assess the possibilities of streamlining alert messages going through different rapid alert systems. 

247. A process should be established in order to develop generic scenarios illustrating the law enforcement response to a potential event involving radioactive/nuclear materials at the national and the international level. This process should in particular identify the relevant stakeholders who need to be informed about a particular situation and the applicable thresholds for triggering information exchange procedures. The process should at least involve representatives of the Member States, Commission, Europol.

1. Training for first response
CBRN information should be integrated into the training programmes for all relevant first responders. 

In particular, Explosive Ordnance Disposal (EOD) personnel should possess at least a basic level of training concerning CBRN materials. The European Defence Agency (EDA) has developed "Minimum Standards of Proficiency for Education and Training for CBRN and EOD specialists" within the context of EU military operations. The possibility of developing similar minimum standards to be used in the non-military context should be examined.

NATO has developed minimum standards and non-binding guidelines for first responders regarding planning, training, procedure and equipment for CBRN incidents. 

Recommendations

248. The EOD Network should address the need for developing minimum standards of CBRN training for EOD specialists. The applicability of the standards developed by the EDA to the non-military context may be assessed in this regard. Training should be provided to EOD personnel in terms of contacting relevant CBRN specialists and on forensic awareness.

249. Member States should ensure that CBRN information, including on EOD matters, is integrated into training programmes for relevant first responders and local authority personnel. The Commission should support these efforts. 

1. Modelling
Modelling tools are used by a broad range of authorities for a wide range of purposes. They play an important role in planning processes. In broad terms applicable modelling tools can be divided into two broad categories: tools used for operational modelling and for environment modelling. 

Operation modelling allows authorities to analyse the interaction of various services during an emergency. Environmental modelling allows authorities to predict the possible movement of hazardous clouds or the ensuing population movement. Both types of modelling are crucial for preparedness and response purposes. Consequently, modelling tools can play a substantial role in the process of preparing emergency plans.

Regardless of the nature of an event (act of war, terrorist attack, traffic accident, industrial accident), the analysis of the movement of a cloud of dangerous substances (i.e. its atmospheric dispersion) and the estimation of the concentration of dangerous substances in the atmosphere constitute some of the most important response activities during a major accident involving dangerous substances. 

There is considerable interest in investing in the development of new modelling tools specifically applicable to the conditions prevailing in the European Union. This should however follow an assessment the usefulness of existing tools. Certain work has already been undertaken within the EU context in terms of assessing existing modelling tools. This work should be brought together and possibly extended in order to have a comprehensive assessment of real-time performance of currently available tools. Such an analysis could later serve as the basis for developing new tools. 

In case of a nuclear accident in Europe, the Real-time On-line Decision Support System (DSS) for off-site emergency management in Europe (RODOS) provides consistent and comprehensive information on the present and future radiological situation, the extent and the benefits and drawbacks of emergency actions and countermeasures, and methodological support for taking decisions on emergency response strategies. The main users of the system are those responsible at local, regional, national and supra-national levels for off-site emergency management (see http://www.rodos.fzk.de/). The RODOS DSS could be easily upgraded to address radiological dispersal devices, unexpected events such as the polonium incident in 2006, etc. Another DSS exists, the ARGOS system for enhancing crisis management for nuclear accidents and CBRN releases (see http://www.pdc.dk/argos/).

In certain situations, reverse modelling can also be used by emergency services. 

Further research could be performed on the development of modelling tools for the EU. 

Recommendations

250. The Commission should fund an assessment of existing modelling tools for the purpose of seeing whether there is need to invest in further research into or development of models. The validation of existing modelling tools could be undertaken by the Commission's Joint Research Centre (possibly through the European Reference Network for Critical Infrastructure Protection). This work should include the organisation of meetings of modelling experts and emergency response personnel from EU Member States in order to assess practical requirements for modelling tools. Based on this analysis funding could be provided for further research into the development of robust modelling tools applicable to events involving dangerous substances. The Commission should fund an assessment of the role of modelling tools for either pre-event scenario studies or as decision-support systems.

251. The Commission should further investigate the possibility of using the RODOS and ARGOS DSS to address CBRN releases (e.g. radiological dispersal devices, events such as the polonium incident in 2006, etc.), as well as the development of transport and dispersion models for large buildings (e.g.: airports, railway stations) and underground systems.

252. The Commission should facilitate the preparation of an Emergency Response Guidebook applicable to the context of radiological emergencies in the European Union. The guidebook would be provided to the Member States free of charge and could be translated into all official EU languages. As part of the process of preparing an Emergency Response Guidebook, a stocktaking of existing documents/guidebooks should be conducted. 

1. Decontamination
Regardless of the amount of radioactive material released in a specific event, a detailed assessment will have to be conducted concerning the level of contamination and decontamination following a particular incident. There will be a distinct possibility that the contaminated area will have to be evacuated and closed off for monitoring and decontamination. The TMT-Handbook already addresses the issue of decontamination of people.

During the initial monitoring period, it is nearly certain that all economic activity in the affected area would cease, in part because of the need to determine the extent of contamination, and in part because of the reluctance of the public to enter an area thought to be contaminated, no matter how small the dose rate. Moreover, short-term decontamination efforts may be hindered by certain social/cultural boundaries. This problem requires enhanced communication with those potentially affected.

An assessment could be conducted concerning the possible economic and social effects of a potential radiological and nuclear terrorism incident in the EU. 

The issue of the link between decontamination techniques and the possibility of gathering forensic evidence needs to be investigated further.

Recommendations

253. The Member States should conduct a regular assessment of the available means for effective decontamination. Information about current decontamination solutions and policies should be shared with all Member States. 

254. The Commission should launch a study on the economic and social consequences of a radiological/nuclear terrorism incident and identify practical and action-oriented responses.

255. The Commission should launch a study on acceptable levels of residual contamination following a radiological/nuclear incident.

256. The Commission should launch a study on decontamination procedures which do not damage forensic evidence.

1. Criminal investigations 

The response to radiological and nuclear terrorism also includes the necessity to conduct criminal investigations with a view to bringing the perpetrators to justice. 

The importance of judicial cooperation with regard to terrorist activities involving CBRN materials needs to be underlined. Eurojust strongly contributes to fostering cooperation among judicial authorities in this regard. Council Decision 2005/671 of September 20, 2005, extends the need for information exchange to all stages of investigation and prevention with regard to the fight against terrorism. The use of this instrument should be strongly encouraged.

Forensics may play a very important role in the criminal investigation process. However, CBRN issues are only rarely integrated in national forensics efforts. The following forensics related issues are of primary concern:

· Being able to conduct classical forensic investigations within a CBRN scene (e.g. DNA, blood, fingerprint analysis);

· Being able to perform forensic analysis on contaminated evidence (decontamination may often destroy forensic evidence)

· Being able to perform an analysis of the employed agents (CBRN materials in particular radioactive/nuclear materials) with a view to identifying their origin.

The Commission's Joint Research Centre (Institute for Transuranium Elements) already possesses an advanced nuclear forensic capacity, which can be made available to Member State authorities.

Recommendations

257. Each Member State should ensure that first responders receive training on forensic awareness in a CBRN crime-scene. 

258. Eurojust should develop recommendations on ensuring that collected forensic evidence in a CBRN crime-scene is of a high enough quality to be admissible in court proceedings in the EU Member States.  Eurojust, Europol, the European Network of Forensic Science Institutes, JRC-ITU and other relevant organisations should contribute to establishing laboratory practices such that results can be used during legal prosecution (accredited laboratories; chain of custody). The exchange of experience and good practice concerning the transport, handling, and forensic analysis of contaminated materials in the context of criminal investigations should be pursued.

259. The Commission should look into the issue of potential problems in the transport of CBRN contaminated materials across borders within the context of criminal investigations.

260. A network of research and forensic institutes for the purpose of performing measurements/analysis on radiological/nuclear materials and advising on forensics should be established.

1. Future research needs 

Security research plays an important role in enhancing the EU’s ability to respond to security threats, and thus the targeting of such research is very important. Security research is a horizontal issue applicable to prevention, detection and response in terms of radiological and nuclear security, but also for the other strands of CBRN. 

With full respect of intellectual property rights, knowledge on national research activities could possibly be better aggregated and spread across the EU, in order to avoid unnecessary duplication of activities and gain a better overview of the situation. 

An effort should be made to bring together the supply (research sector and industry), need (performance assessment experts) and demand (law enforcement) side in order to give impetus to research efforts which good have a practical value for law enforcement and emergency planning purposes. 

The EU should invest in the development of a library of resources on CBRN agents for use by the law enforcement community. Such a library would contain easily comprehensible information about the nature of CBRN agents and how to deal with them. The JRC and Europol are already engaged in discussions on the development of such a library.

Recommendations

261. The aggregation and spread of research results both at EU level as well as at national level across the EU Member States should be improved. For unclassified materials, this should be done by way of organising conferences and setting up a dedicated research web-portal (for all of CBRN security) which would contain a summary of the relevant research projects and contact information where further details can be obtained, as well as opportunities for future research collaboration and work. Improved methods should be developed for sharing classified research results.

262. The Member States and the Commission should engage in further research cooperation with international partners with a view to enhancing synergies and avoiding duplications. The research work performed by the European Defence Agency and the Commission's Joint Research Centre (JRC) as well as the recommendations to be made by the European Security Research and Innovation Forum (ESRIF) should be fully taken into account in these efforts. The Commission should organise periodic meetings of CBRN experts, including specialists from other partner countries, in order to share and spread good practices on CBRN issues. The results of these meetings should be collected and the disseminated among the Member States.

263. The Commission should develop a library of resources, which could be used by first responders. Such a library would contain applicable information about the nature of CBRN agents and how to deal with them. This library could include national contributions from the Member States.

264. The Commission should provide research funding on the following topics:

· The potential psychological effect of CBRN emergencies on the population and the likely reactions of local populations in case of incidents, and possible action-oriented responses;

· The development of transportable equipment which can be used by emergency responders in the field (including neutralisation and detection equipment for bomb squads);

· Decontamination equipment

· The further development of radiological/nuclear forensics;

· Storage of contaminated evidence for an extended period of time;

· Disposal of contaminated materials;

· Particle size distribution and potential chemical composition changes following an explosion.

� Council document 10382/08 of 5 June 2008


� Vulnerability being defined as the impact an incident could have (taking into account protection and preparedness measures)


� Threat being  defined as the probability that an incident will occur (taking into account capability and intention)


� However, it should be kept in mind that the Chemical Weapons Convention (CWC) schedules were not developed with terrorist risks in mind. Certain chemicals including pesticides and related toxic chemicals do not form part of the schedules.


� However, as the focus of REACH is on the free movement of chemicals and the protection of human health as well as environmental health, it would appear that REACH is not a suitable mechanism for this purpose.


� The original "black box" was the World War II bomb sight whose internal mechanism was kept a secret. Later, it came to refer to any mechanism to which a variety of inputs could be given and whose outputs could be observed, but whose contents, that is, whatever it was that transformed inputs into outputs, were unknown. In practice, this means that the input from the participating Member States' experts is expected to be extrapolated from existing locations, names, real events or situations to more general (still) real and relevant information/scenarios. Therefore, the aim of the debate will not be to analyse in detail the specific challenges individual Member Sates face, but rather to build on the knowledge of participating experts


� This is important in order to ensure that the output of a detection solution is maximised by correct operation and handling.


� 23 Member States responded.


� “’Deliberate release’ means any intentional introduction into the environment of a GMO or a combination of GMOs for which no specific containment measures are used to limit their contact with and to provide a high level of safety for the general population and the environment.”


� Hereafter referred to as the EU biosecurity list.


� In addition, in the field of threats to crops field standards for risk assessment/risk analysis in the sector of plant health adopted by the International Plant Protection Convention (IPPC) and the European and Mediterranean Plant Protection Organisation (EPPO) are acknowledged by the WTO via the SPS Agreement and could be used.


� The methodology and criteria may be different in the three strands – threats to humans, animals and crops.


� Refers only to threats to animals, food and feed, and crops.


� The awareness raising on biosecurity should target persons and organisations working with/handling or having access to biological agents and toxins on the EU biosecurity list, and/or information related to:


potential of misuse of their work, and


the need of correct implementation of biosecurity, which builds upon proper implementation of biosafety measures.


� Any further training activities need to be based on already existing knowledge. This especially concerns the risk analysis of intentional incidents in the food-processing industry that should be based on the existing practices in the bio-safety field, including scenario-based exercises.


� This would be primarily related to the biological agents and toxins on the EU biosecurity list.


� In case of threats to crops: Directive 2000/29/EC and 95/44/EC.


� Member States authorities should provide guidance to stakeholders on what suspicious transactions of are, and Member States should be able to respond to such cases.


� An option may be to realise a national repository (national “storage” facility) for biological agents and toxins on the EU biosecurity list.


� OJ L 184, 3.8.19995, p.34.


� All recommendations relate to detection and diagnosis across humans', animals' and plants' health strands. In this paper, the terms detection and diagnosis refer to the entire chain – sampling, detection, identification and monitoring.


� The original "black box" was the World War II bomb sight whose internal mechanism was kept secret. Later, it came to refer to any mechanism to which a variety of inputs could be given and whose outputs could be observed, but whose contents, i.e., whatever it was that transformed inputs into outputs, were unknown.


� In this paper, the term biological agents refers to pathogens and toxins.


� This section is not exhaustive and focuses only on recommendations that experts suggested in the course of the CBRN TF meetings. Further activities on response and recovery are underway in the scope of the Health Security Committee and its CBRN section as well as other relevant fora.  


� Existing structures, activities and actors will be considered before new initiatives are taken forward in this area. The section applies to public health only.


� Regarding the creation of suggested working groups in the following recommendations, the usefulness of existing fora would be considered in order to avoid duplications.


� Council document 10382/08 of 5 June 2008


� Consequence being defined as the impact an incident could have (taking into account protection and preparedness measures)


� Threat being  defined as the probability that an incident will occur (taking into account motivation, intention and capability)


� Determined by the process outlined in sub-section 3.1.1.1. 


� Security vetting being defined broadly in this section as encompassing security clearance procedures performed by a Member State as well as background checks performed by other actors. 


� The vast majority of these incidents concerned sources posing little or no security risk


� The original "black box" was the World War II bomb sight whose internal mechanism was kept a secret. Later, it came to refer to any mechanism to which a variety of inputs could be given and whose outputs could be observed, but whose contents, that is, whatever it was that transformed inputs into outputs, were unknown. In practice, this means that the input from the participating Member States' experts is expected to be extrapolated from existing locations, names, real events or situations to more general (still) real and relevant information/scenarios. Therefore, the aim of the debate will not be to analyse in detail the specific challenges individual Member Sates face, but rather to build on the knowledge of participating experts.


� ITRAP+10 can be an important step forward in the beginning of this process.


� "Innocent" alarm is when a detector detects radiation which is present, but the radiation is innocent, i.e., natural (NORM) or medical.
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